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Abstract

It has been said (by Sun Microsystems) that ‘the network is the computer’.
While this may take it a little too far, networked systems form the heart
of every modern enterprise, and at the heart of every modern network are
directories of various sorts, which document and control it.

Samba is many things, but primarily a file and print server, that has for
over 10 years emulated the Microsoft’s products in this area. In more recent
times, and particularly with Samba 3.0, it has taken on new roles in running
networks, as a ‘Domain Controller’, compatible with the protocols used in
NT4.

Samba version 4 is already a massive leap forward in the way Samba
is designed, and built. This thesis attempts to take that further, but ex-
amining the protocol basis and implementation details adding support for
hosting the Kerberos network authentication system into Samba4’s partial
implementation of an Active Directory Domain controller.

Active Directory forms the heart of Microsoft’s modern network archi-
tecture, and is the heart of many corporate networks. Producing a compat-
ible product is important, if the Samba project is to remain relevant into the
future.

In the process, this thesis describes the authentication problem space,
and the existing protocols, in particular Microsoft’s proprietary NTLM and
Microsoft’s extensions to Kerberos.

By making these changes to Samba version 4, we have progressed closer
to (but not yet succeeded in) creating an implementation compatible with
Active Directory.



Contents

Acknowledgements iv
Abstract v
1 The Problem 1
1.1 Buildingblocks: . . . ... ... ... ... .. .. 1

1.2 Samba4 Progress . ... ... ........... .. ..... 2

1.3 Targeting Active Directory . . . . . ... .... .. ... ... 2

14 Kerberos . . . . . . .. . 2

1.5 More than had been donebefore . . .. ... ... ...... 3

I Background 4
2 Introducing Active Directory 5
2.1 Whatisadirectoryserver? . . . ... ... ... ........ 5
2.2 Whatis Active Directory? . .. . ... ... ... ....... 5
221 Standards-based directory server . . . . . . ... ... 5

2.2.2 Proprietary directory server . . . . ... ... ... .. 6

22.3 Simple directory server . . ... ... ... ...... 6

3 Active Directory Protocols 7
31 CIFES. . . . . e 7
3.1.1 CIFS,SMBand NetBIOS . . . . ... ... ....... 7

3.1.2 C(CIFSas an IPC mechanism . .. ............ 7

32 LDAP . . . . e 8

3.3 Connectionless LDAP . . ... ... ... ... .. .. .... 8
331 Sites .. ... 8

34 DCE-RPC. . .. .. . . . e 8
3.4.1 Interface Definitions . . . ... ... ... ....... 9

342 DCE-RPCSecurity . . .................. 9

343 Transports . . ... ..... .. ... ... ... 9

3.5 DNS . . . 9
3.6 SNTP . . . . . e 10

vi



CONTENTS

4.1

4.2
4.3

Authentication

Authentication problems . . . . . ... ... ... 0L
411 Whoyouare. ... ... ... ... .........
412 Whotheyare ... ...... ... ... .. .......
413 Dataintegrity . . . .. ... ... ... ... L.
414 Dataencryption. ... ... ...............
Authorization problems . . . ... ... ... o 0L
Authentication Schemes . . . . ... ... ... ........
43.1 Plain-text Authentication . ... ... .........
43.2 Challenge-response Authentication . ... ... ...
43.3 Trusted Third Party Authentication ... ... .. ..
434 SingleSignOn .. ....................

5 NTLM

5.1

52

53

NTLM Challenge Response . . . . .. .............
5.1.1 Shared Secrets and Hashing . . . . .. ... ... ...
512 LM Challenge Response . . . . ... ... .......
513 NILMv2 . . . ... . o oo oo
514 SessionKeys. .. ........... ... . ......
NTLMSSP . . . ...
52.1 NTLMSSP Packets . . ... ...............
522 NTLMSSPOptions . . . .. ...............
523 NTLMSSP Signing and Sealing . . . . . ... ... ..
Distributed NTLM . . . ... ..................
53.1 Pass-though Authentication . . . . . ... ... .. ..
532 NETLOGON . .............. ... .....

6 Kerberos

6.1
6.2
6.3

KerberosBasics . . ... ... ...... .. ..........
An upgrade compatible encryptiontype . . . . .. ... ...
ThePAC . .. . ... .

7 Security Negotiation

7.1
7.2

8.1
8.2
8.3

SASL . . .
GSSAPT . . . .
721 SPNEGO ... ... ... ... ..

The Join process

Purpose. . . . .. ... .. ..
Processand Tools . . .. ... ... ... ... .........
Initial Join . . . . . . ... ...
831 DCLocation. .. .....................
832 Askingforapassword . ... ... ...... .. ...
8.3.3 CIFSConnection . ... .................

vii



CONTENTS

834 KerberosLogin . ... ..................
835 DCE-RPCoverCIFS . ... .. ... ... ........
8.4 Modifying the servicePrincipalNames . .. ... .. ... ..
841 LDAPBind ...... ... .. .. ... .. .. ....
842 DCE-RPCoverTCP . ..................

9 The Challenge of Active Directory

II Implementation

10 Open Source Building Blocks
10.1 Samba . . ... ...
10.1.1 HistoryofSamba . . . ... .. ... ..........
10.1.2 SambaasaDC . ... ............. .. ...
10.1.3 Samba as a Active Directory domain member . . . .
10.1.4 Samba 3.0 Active Directory DC research . . . . . ..
10.2 Heimdal Kerberos . . . . . .. ... ... .. ....... ...
1021 HDBBack-end .. ... .................
10.2.2 Heimdal/Samba Integration . . ... ... ......
103 clapd . . . .
104 BIND . . ... ... ..

11 Samba4 Status

111 LDB . . . o
112 GENSEC . . . . . ..
11.3 PIDL - Midl replacement for Samba . . . . . ... ... ...
114 EchoPipe. . . . . . ... ... .. ...
11.5 DomainJoin . . . . . . . . ... L oo

11.5.1 AnUpgraded NT4Join . ................

11.5.2 Amore AD-likeLogon . . . . ... ...........

12 Adding Kerberos
12.1 Heimdal Integration . .. .. ... .. ... ..........
12.1.1 A new hdb-ldb forHeimdal . . . . .. ... ... ...
12.1.2 Heimdal Structural Changes . . ... ... ... ...
121.3 NoPACatthisstage . ... ... ... .........
12.2 Adding Kerberos to Samba4 . . . . ... ... .........
12.3 Testing the Experiment - the Kerberos Domain Join . . . . .
12.3.1 'Long name’ domainjoin . ... ... .........
12.3.2 KerberosinCIFS . . . ... ... ... ... ......

viii

33
36
37
38
38
42
42
43

44



CONTENTS ix

12.3.3 FailingatLDAP . . ... ... ... .. ... .. ... 54

12.3.4 Trying theshortname . ... ... ... ........ 54

12.4 AssessingtheChanges . . ... ... ... ........... 55

III Appendix 56
A Crypto Challenges 57
A.1 Password Change Mechanisms . . ... ............ 57
A.1.1 Encryptnew passwords withold . . . ... ... ... 57

A.1.2 Encrypt new passwords with administrator passwords 58

A.1.3 Solving the password change puzzles . . . . ... .. 58

A2 Netlogon128. . . . .. ... ... ... .. . L L 59
A21 A’simple’challenge . ... ............... 59

A22 Relatedstandards. . ... ... ... ........ .. 59

A3 LSAKEY . ... .. ... ... 60
A31 Anopening: . ... ... ... ... ... 60

A3.2 Controlling the sessionkey . .. ... ......... 60

A.33 Proofthatit'safixedkey ... ............. 60

A34 Key-search........... .. ... ... ... ..... 61

A.35 Consequencesofafixedkey. ... ........... 61

B Glossary 62

Bibliography 64



Chapter 1

The Problem

The fundamental aim of my research project is to document the addition
of Kerberos KDC! support to the early implementation of Active Directory
Domain Controller compatibility in Samba version 4.0.

This is an area of great collaboration, especially between members of the
Samba Team[46], and forms the culmination of over 3 years personal effort
as a member of that team. In researching this thesis, I have been working
on Samba4 since May 2004, and developed the authentication and GENSEC
security subsystems (described in Section 11.2) as well as bringing some of
my previous work into the Samba4 framework.

This thesis contributes a solid documentary basis for the work going
forward, as well as specific forward development in the Kerberos area.

1.1 Building blocks:

This research is based on a solid foundation, utilizing ideas and implemen-
tations found within the following Open Source software packages.

Samba3 A production, NT4 replacement DC (Domain Controller)
Samba4  The new development branch of Samba[28]

Heimdal Kerberos A Kerberos 5 implementation with a pluggable back-
end system.

This thesis also builds on my previous research project, into a Windows
compatible Virtual Private Networking solution[3].

1In Kerberos, the KDC (Key Distribution Center) forms the core of the Kerberos authen-
tication system. Users ‘log in” with a request to the KDC, and the KDC stores (or has access
to) all the passwords.
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1.2 Samba4 Progress

The Samba4 project started as an effort to rewrite Samba in a way that
would allow such functionality - and it included a completely rewritten
DCE-RPC (Remote Procedure Call) library. The development effort in cre-
ating this system has created the infrastructure[28] upon which an Active
Directory compatible DC is entirely possible.

In developing Samba4, Tridgell [54] demonstrated the ability to join a
Microsoft Windows XP Professional client to a Samba4 domain; however
this process had not been independently reproduced. In Section 11.5 I pro-
ceed to reproduce this in my test environment.

1.3 Targeting Active Directory

In developing the new Samba4 infrastructure, the Samba Team decided to
implement calls in the same way as Microsoft Windows 2003 Server. This
decision is in line with a policy the Samba Team has consistently followed:
to emulate the latest versions of Microsoft’s products wherever possible.
Because other software vendors test against the latest Microsoft releases,
and because the latest Microsoft release is the only ‘standard” we can refer-
ence, we must emulate that very closely.

This policy has been hampered in recent years by the significant changes
made by Microsoft in developing Active Directory. The Samba and IBM
Blue Directory research teams? determined that emulating parts of Win-
dows 2000 would cause the client to assume Samba implemented other
parts of the system. Since Active Directory is a fundamental part of the
Windows 2000 (and later Windows 2003) architecture, this created an ‘all
or nothing’” problem.

The Samba Team, lead by Tridgell [54], decided to remedy this problem
in Samba4 by simply implementing the missing components.

1.4 Kerberos

The introduction of Kerberos with Windows 2000’s Active Directory was
the biggest change in Windows authentication since the introduction of Mi-
crosoft Windows NT. Seen as a fundamental shift away from pure password-
based authentication schemes, the migration to Kerberos allowed Microsoft
to adopt an industry-standard, extensible authentication system, with far
more flexibility in implementation.

Though Kerberos, an industry-standard authentication system, was de-
veloped for Unix-like systems, Samba3 made very limited use of Kerberos.

2The work of this research team is described in Section 10.1.4.
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Since Samba3 mirrored the un-kerberized NT4 almost all respects, users
in a Samba3 domain were unable to enjoy all of the advantages Kerberos
offers. Recent work has allowed Unix-like clients to use Kerberos in such
domains[22], but Windows clients are still stuck with Microsoft’s propri-
etary NTLM[16]°.

NT4 is now a legacy technology[63], despite the number of sites still
running NT4 on both the client and the server. Therefore, the challenge is
to emulate a much more recent version of Microsoft’s offerings.

Because Kerberos is such key change in Active Directory, and because of
the lack of documentation for NTLM, this thesis looks at the authentication
problem in considerable detail.

1.5 More than had been done before

Support for the CIFS* protocol is clearly a characteristic element of Samba,
but in Samba4 this is extended: Samba4 moves beyond CIFS to expose DCE
RPC over non-CIFS transports, such as directly on TCP/IP.

In previous versions of Windows, DCE RPCs were principally made
over named pipes pipes, a concept existing in the file-system and shared
between hosts by the CIFS file-sharing protocol. The change with Windows
2000 is that RPC became available directly on TCP/IP sockets.

In the same way that Samba must support the newer DCE-RPC over
TCP, this thesis shows how Kerberos is added to the protocols that Samba4
supports, and to create patches to other projects to allow them to cooperate
with Samba4 in implementing this.

3NTLM is an authentication scheme, described in Chapter 5

4CIFS is a network file-system, formerly known as SMB, that I describe in section 3.1

SDCE-RPC is a Remote Procedure Call system, i.e. a system that invokes functions over
a network, to perform distributed computing. This is described in section 3.4
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Background



Chapter 2

Introducing Active Directory

2.1 What is a directory server?

Directory servers are becoming a core component of most corporate net-
works: the central store for information about every computer and user as
well as the basis for the network login system.

Directory servers are available from a number of vendors, and in their
most basic form consist of key-value lookups on structured information.
This information is often organised into a hierarchy.

The predominant directory access technology in use today is LDAP[17,
60], a descendant of the X.500 directory standard from the International
Telecommunication Union (ITU), and a component of the full OSI network-
ing stack.[24, 8].

2.2 Whatis Active Directory?

Active Directory is many things to many people:

2.21 Standards-based directory server

To those in institutions who care about such things, Active Directory is
a standards-based (and in some ways standards-compliant) directory sys-
tem, with access made possible by protocols such as LDAP and Kerberos.
Both of these protocols provide views onto the directory, and the internal
database appears to be a X.500 data model of some kind (but is not exposed
to the outside world directly, only via LDAP).

By leveraging this standards base, Microsoft has been able to claim in-
teroperability with other vendors. Unfortunately this is a one-way process,
with Active Directory at the core, and other systems using Internet Stan-
dards to reference that data.
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2.2.2 Proprietary directory server

While Microsoft has claimed compatibility with LDAP and Kerberos (being
Internet standard technologies) to potential customers, a truthful analysis
of how Microsoft’s own clients use the AD system will show that this is for
the benefit of others much more than Microsoft’s own clients. The technol-
ogy Microsoft uses for client-server communication is remote procedure
calls (RPC). The use of RPCs in Windows networking has grown signifi-
cantly since NT4.

These calls are not documented, even though the basic transport for
them is DCE/RPC, for which documents and a reference implementation
are available from The Open Group[41]. This documentation, however,
does not address the format of individual calls that the client will make.

Much of the challenge of Samba4 is the continued task of ‘network pro-
tocol analysis’, the art of determining the operation of a proprietary net-
work protocol by examining network operations[52].

2.2.3 Simple directory server

To small organisations, Active Directory is a system with which a Win-
dows network can be administered from a single, simple, GUI interface.
An Active Directory network may use LDAP and Kerberos, but these users
simply do not need to know or care about this.



Chapter 3

Active Directory Protocols

Looking at Active Directory from the ground up, it is clear that a large
number of network protocols are involved. Many of these are Internet stan-
dards, or widely understood, but others are proprietary.

3.1 CIFS

CIFS[27, 19, 49], perhaps the most important protocol in the Microsoft net-
working landscape, dominates the connections made between almost all
clients and servers on a Windows network. Expanded, CIFS stands for the
Common Internet File System, but the name only really tells us that it is
a network file-system. Being a network file-system, files are shared over
it, but unlike other network file-systems CIFS also presents printing and
an Inter-Process Communication (IPC) interface. Accordingly CIFS carries
much of the network activity in an Active Directory implementation.

3.1.1 CIFS, SMB and NetBIOS

There is much confusion and contradictory terminology in the area of CIFS
networking. Originally SMB (Server Message Block), CIFS sits on top of the
complete NetBIOS stack of services. Both of these are quite sufficient to fill
a book,! but it is important to note that SMB and NetBIOS has historically
run over IPX, DECNet and NetBEUI as well as TCP/IP.

3.1.2 CIFS as an IPC mechanism

CIFS exports the concept of ‘named pipes’ - a system for Inter-Process Com-
munication (IPC) over the network, making CIFS a transport layer to RAP?

IChris’s Hertel’s Implementing CIFSHertel [19] is a very good reference on the topic
2The Remote Administration Protocol (RAP) was implemented in LAN Manager, OS/2
and subsequently Windows NT but is now largely replaced by DCE-RPC.
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and DCE-RPC in particular. This is unusual in networking, because both
local and remote IPC are conducted in a very similar way, abstracting away
many of the usual concerns. Because this CIFS transport layer is authenti-
cated, and because CIFS (then SMB) ran over these multiple network layers,
applications need not deal with either of these network transport issues.

Only with the release of Windows 2000 did Microsoft directly use TCP/IP
as an IPC transport layer, in domain logon services.

3.2 LDAP

The Lightweight Directory Access Protocol (LDAP)[60, 59, 61, 20, 21, 58]
has become the Internet standard for access to structured information, in
particular information in the format of an X.500-like tree. Active Directory
exports much of its information in the form of an LDAP tree, and a wide
variety of tools are available to query and in some cases modify that infor-
mation.

3.3 Connectionless LDAP

CLDAP (Connectionless LDAP) originally was an Internet standards-track
proposal to allow LDAPv2 queries over UDP, a process that may be useful
for service discovery. Microsoft implements CLDAP, but they do not fol-
low the proposed standard, instead creating a version of CLDAP based
on LDAPv3. As will be discussed in Section 8.3.1, Microsoft’'s CLDAP
has become nothing more than an Internet Protocol transport for a propri-
etary blob of data. However, the implementation of Microsoft compatible
CLDAP is important, because it forms a critical role in DC and domain
location.

3.3.1 Sites

Sites are a concept closely tied to CLDAP and DNS - workstations will try
to use servers found at their own site, rather than one further away (over
potentially expensive WAN links). The CLDAP reply includes information
on sites, and clients can use this, as well as packet timing information, to
determine which DC to use.

3.4 DCE-RPC

DCE-RPC is a long-established standard for the operation of Remote Pro-
cedure Calls (RPC), and is published free of charge by the Open Group[41].
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However, the complexity in DCE-RPC is not in the transport or basic oper-
ation (not that the difficultly in writing a DCE-RPC marshaling and control
library should be underestimated), but in the proprietary security mecha-
nisms and interface definitions.

3.4.1 Interface Definitions

Each function exposed over DCE-RPC has an associated interface defini-
tion, written in the Interface Definition Language (IDL), and if you were to
make a particular interface public, all you would need to do is publish the
IDL file. This is the same IDL file that you would compile yourself to create
the initial framework and library on which you build your own client or
server.

One of the big changes in Samba4 is PIDL, our own IDL compiler, de-
tailed in Section 11.3.

3.4.2 DCE-RPC Security

NTLMSSP (described in Section 5.2) and Schannel (a similar security scheme
between member workstations and domain controllers) are the two pre-

dominant security mechanisms applied to DCE RPC in a Microsoft envi-

ronment, and both are considered proprietary by Microsoft. Fortunately

there is a growing body of documentation on both, built up by indepen-

dent researchers and the Samba Team. With the introduction of Active Di-

rectory, Kerberos also becomes available for DCE RPC. In all these cases the

mechanism authenticates clients (by means of an authenticated ‘bind’) and

can secure the traffic as it passes over the network.

3.4.3 Transports

DCE-RPC describes not only the format for the function calls, but also a
number of network transports. The predominant network transport used
in Windows networking is ncacn_np - the acronym is unimportant, but it
means ‘Named Pipes” and this file-system concept is carried over CIFS to
remote servers. Other transports include:

ncacn_ip_tcp DCE-RPC over TCP/IP
ncadg_ip_udp DCE-RPC over UDP/IP
ncacn_http  DCE-RPC over HTTP
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3.5 DNS

Active Directory provides and uses an extensive amount of information
in DNS, particularly based around the new SRV record type. Under the
_msdcs sub-domain, Microsoft stores information about each of the do-
main controllers on the network, both by DC name and more importantly
by the network service they provide.

Microsoft has devised their own secure update scheme for DNS, based
around Kerberos. This allows machines to update their own entry in the
DNS server.

3.6 SNTP

The Simple Network Time Protocol (SNTP) is an Internet Standard time
protocol, and is used extensively in ADS domains to keep accurate time.
Each domain controller runs a time server, and in an ideal network is syn-
chronised with an upstream time server. In an interesting extension to
SNTP, Microsoft signs the time responses with the schannel security scheme.
This allows a secure bootstrapping to the correct time, needed for correct
Kerberos operation.



Chapter 4

Authentication

4.1 Authentication problems

Authentication is about proving identity - proving that a particular person
is who they claim to be, proving that a particular endpoint on a network
is legitimately allowed to operate as a particular account. There are many
issues surrounding the connection between a user and their network iden-
tity: enough certainly for a research paper in and of itself[9]. For the pur-
pose of this discussion, a user will be considered to be the entity holding
the password to an account. Likewise, a server is the entity that answers on
a particular network address, and may hold its own server account details.

411 Who you are

The most common operation in the authentication area is proving a user’s
identity. In a common example, a logged on user would say, ‘only I should
be able to get at my mailbox’. This is an easy problem to solve in the ab-
stract: you simply prove who you are, and proceed with other operations.
Performing this operation in a manner that is secure to attack is difficult,
however.

4.1.2 Who they are

One of the less-considered, but equally important matters in the authentica-
tion space is the authentication of peers. It is readily accepted that the user
must prove their identity to a server, but with a few exceptions (mostly in-
volving ‘secure’ websites), users do not expect a server to prove its identity
to them.

Proof of server identity is a very important issue, as soon as any of the
information given by that server needs to be trusted. Often called ‘mu-
tual authentication’, a solution to this problem ensures that the server is
‘trusted” not to provide malicious data, such as an invalid address book,

11
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and that it will behave properly with information, such as credit card num-
bers, given to it.

4.1.3 Data integrity

Once the identity of a server or client has been established, there must be
some way to ensure that only that server or client can continue to commu-
nicate with the other. Otherwise, it may be possible for an impostor to take
over a connection and impersonate one party to the other. This connec-
tion hijacking could allow unauthorized access to privileged documents,
or server administration functionality.

The practice of data integrity, also known as ‘signing’, typically involves
a cryptographic calculation where both sides can prove that: could only be
performed by the other, and could only have been performed over the data
received. If the signature (the output of that calculation) is invalid, the
message must be considered compromised.

4.1.4 Data encryption

Whenever data flows over a communications network, it becomes open to
attacks simply by observation. Should a user’s password be sent in clear-
text, an attacker could use it to later log in as that user. Likewise, if a con-
fidential document were retrieved, an attacker in a position to watch the
network traffic could also read that document.

The practice of data secrecy, also known as “sealing’, “privacy” and ‘con-
fidentiality’, involves the encryption of specific data portions, or the entire
communications channel, such that only the other party can decrypt it.

4.2 Authorization problems

The problem of authentication and the problem of authorization are often
lumped together, and this is certainly the case in Active Directory. How-
ever, we first need to consider them apart.

Once a user is authenticated (they are who they claim to be, or more
simply they know the password to the account), a decision needs to be
made as to what resources they may access: what files may they read /write,
what hosts may they login to? This process is authorization, and even ex-
tends to such ideas as impersonation: a user may be authorized to imper-
sonate another user.

The tempting thing to do when designing real-world systems it to em-
body a great deal of authorization information in the authentication pro-
cess; information such as group membership may be returned as a product
of the login process, and even evaluated to determine if an authentication
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attempt should succeed. This is frowned upon because it links the two pro-
cesses very tightly: preventing a single authentication identity from having
multiple authorization identities. That said, the two are linked (as they are
in AD) for reasons of network efficiency.

4.3 Authentication Schemes

There are a large number of theoretical and practical ways to establish iden-
tity. Almost all rely on some degree of cryptography to secure the login
process.

4.3.1 Plain-text Authentication

Certainly the easiest form of authentication to explain and implement, plain-
text authentication turns up all over the modern networking world, from

the typical use of HTTP Basic authentication[12] and HTTP form-based au-

thentication to 'LDAP authentication’, found inside many corporate net-

works. Typically, these are not protected by a transport layer security (a

security mechanism that protects the entire stream, not just the passwords),

and are otherwise clear on the network. If the remote server is not some-

how authenticated, it could maliciously indicate successful authentication

or steal the passwords.

4.3.2 Challenge-response Authentication

Challenge-response authentication is typically a shared-secret scheme, where
both parties to the authentication exchange have a copy of the password,
or a fixed derivative thereof. As shown in Figure 4.1, the server generates a
random ‘challenge’ to the client, and asks the client to perform a fixed op-
eration with inputs consisting of the ‘challenge’, the user’s password, and
possibly some random data of the client’s choosing.

The result of this operation should not in any way disclose the user’s
password, and should be repeatable on the server. Figure 4.2 shows how,
when the server repeats the operation using its copy of the password, it
compares the output with the value supplied by the client. If the values
match, the client must know the user’s password.

NTLM (described in chapter 5)and Kerberos (described in chapter 6) are
both challenge-response authentication schemes, and are both used exten-
sively in Active Directory. However, Kerberos has important other proper-
ties that make distributed operation far more secure than NTLM, an area
discussed in section 5.3.
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Client

login

Server

challenge

key = fn(pswd) 4 ¢ = VeryRand()

response

rc = enc(key,c) rs = enc(key,c)

Y if( rc == rs )
return(TRUE)

e
|

Figure 4.1: Challenge/Response

The server generates a random challenge, which it sends to the
client. Both systems encrypt the challenge using the secret en-
cryption key. The client sends its result (rc) to the server. If
the client’s result matches the server’s result (rs), then the two
nodes have matching keys. (Image and text (c) Chris Hertel[19],
http://www.ubigx.org/cifs/figures/smb-11.html )

Client Server
Password Challenge , PasswordChallenge

\J v
Response Response
Comparison

Figure 4.2: The server must compare it’s calculated result with the one sup-
plied by the client
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4.3.3 Trusted Third Party Authentication

Many distributed authentication systems allow logins to occur on numer-
ous hosts, but only a few hosts (possibly one) actually confirm or deny an
authentication request. These are trusted third party systems; all hosts trust
those with the passwords (the third party in the authentication exchange)
to correctly return authentications success or failure.

For an authentication system to be secure, it must be possible to trust
this third party, preferably by some cryptographic proof. Often this is by
yet another shared-secret authentication scheme.

4.3.4 Single Sign On

Often abbreviated as simply SSO, the concept of Single Sign On is a mat-
ter of usability; users wish to establish their identity once, and not have
to think about it after that. This allows for more complex authentication
procedures as the user only has to tolerate them once per session. SSO has
become the expectation in modern network environments.



Chapter 5

NTLM

5.1 NTLM Challenge Response

NTLM is a challenge-response authentication scheme, designed to prevent
a direct compromise of the user’s password as it passes from client to server.
In theory, the value that the client gives the server can only be generated
with knowledge of the password, but does not reveal the password itself.

More importantly, this authentication scheme has a direct heritage back
to the early days of the CIFS (then SMB) networking suite, with much of
the weakness in it as an authentication scheme linked to backward com-
patibility. It is the ubiquitous authentication scheme in Windows network-
ing, and even with Windows 2000 is the transparent fall-back option if and
when Kerberos fails to operate in a particular environment.

5.1.1 Shared Secrets and Hashing

NTLM is a shared secret authentication scheme. The shared secrets are
hashed (passed though a one-way-function), so as not to be the original
plain-text password, but still password equivalent for the purpose of challenge-
response authentication. As is implied by the name, the shared secrets are
stored on disk on the Server, and derived from the password typed in by
the user.

There are two password hashes in NTLM, known as the NT hash (in-
troduced with Windows NT) and the LM or LANMAN hash (compatible
with LAN Manager) are 16 byte quantities[33]

Calculating the LM Hash

The LM hash is constructed from the uppercase, ASCII version of the user’s
password.

16
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The password is truncated /NULL padded to 14 ASCII characters!, and
split into two 7 byte halves. Each half is used as a key to encrypt the con-
stant string “KGS!%@$%”. To the extent that DES is a strong encryption
functionSchneier [47], neither knowledge of this ‘plaintext’, nor the en-
crypted output allows one to find the key. Therefore this is a one-way hash
function.

The function is (in pseudocode, C-style 0 based arrays):

partl = DES(upper(password[0-6]), "KGS!%@$%")
part2 DES(upper(password[7-13]), "KGS!%@3$%")
LMhash = concat(partl, part2)

The fact that the password is constructed in two halves (as well as proper-
ties of the LM challenge response function below) creates a cryptographic
weakness in the security of LM challenge-response authentication. This
is discussed in Section 2.8.3.5 of Implementing CIFS[19], but in short, the
password’s length (less than, equal to or greater than 8 characters) is ex-
posed in the final output.

Calculating the NT Hash

The NT hash is much stronger, and quite simply created:
NThash = MD4(unicode(password))

Because the NT hash is not composed in parts, and uses the secure hash
algorithm MD4[42], it is 128 bits in strength. It is also Unicode, allowing for
a wider variety of passwords, particularly in languages other then English.
Most importantly however, it is mixed case, lacking the forced uppercase
step of the LM hash.

5.1.2 LM Challenge Response

Sharing the secrets is only one half of a shared-secret based authentication
scheme - the more important half is securely proving that you know that
secret. This is where the LM challenge-response scheme comes in, with
another round of DES applied to either the NT or LM hash. This process is
discussed in detail, including an example implementation, in Section 2.8.3.4
of Hertel [19], but is summarised here.

The server generates an 8 bytes cryptographic challenge (the LM chal-
lenge), consisting of random data.

The LM response takes successive 7 byte parts of the NT or LM hash,
and uses them to encrypt that LM challenge:

1Implemen’ca’cions should not store/disable any LM password created from more than
14 ASCII characters, as use of this password would compromise the additional length.
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respl = DES(hash[0-6], chall);
resp2 = DES(hash[7-13], chall);
resp3 = DES(concat(hash[14-15], zeros[5]), chall);

resp = concat(respl, resp2, resp3);

The 24 byte response (8 bytes from each DES operation) is then sent over
the network, proving to the server that the client knows the NT or LM hash,
and presumably therefore the password. This is known as the LM response
when based on the LM hash, and the NTLM response when based on the
NT hash.

The LM challenge-response function sufferers from a number of flaws,
but the most easily understood is that it is 56 bit DES at best. Other weak-
nesses (the 7 byte split in the underlying LM response) make it possible to
reverse the calculations in a period of hours on modern hardware.[39]

5.1.3 NTLMv2

Due to the problems with the security of the NTLM challenge-response
scheme, a new scheme was devised by Microsoft, and became known as
NLTMv2[35]. Unfortunately a number of other improvements are also la-
beled NTLMv2?2, but we will start by describing the new NTLMv2 challenge-
response:

NTLMv2 uses the same NT hash, but instead of the LM challenge-
response formula, a new system based on HMAC-MD5Krawczyk et al. [26]
has been built. Because the 56-bit (cypher strength) DES step has been re-
placed by a 128-bit HMAC-MD?5 function, logins can be considered to be
protected by 128 bit security.

5.1.4 Session Keys

As a byproduct of NTLM authentication, a password-derived ‘session key’
is produced for use in verifying or encrypting data carried between the
client and server. The algorithm used varies depending on the method of
authentication and unfortunately can be very weak - often a fixed deriva-
tive of the user’s password! This key is known as the “user session key’,
and is used in a number of places within CIFS directly, as well as by the
NTLMSSP suite.

LM session key construction

The LM session key is constructed from the first 8 bytes of the LM hash,
padded to 16 bytes with zeros. Given what we understand about the LM

2The improvements labeled as NTLMv?2 include the NTLM2 session response (described
in Section 5.2.2) and NTLMv2 Session Security, which changes the NTLMSSP signing and
sealing algorithm, (described in section 5.2.3).
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hash, it is equivalent to the password for passwords of 7 characters or less!

LM_key = concat(head(LM_hash, 8), zeros[8]);

NT session key construction

The NT session key is also fixed derivative of the password:

NT_key = md4(NT_hash);
Which is also
NT_key = md4(md4(unicode(password)));

52 NTLMSSP

NTLMSSP is a collection of protocols, which together fulfil the Microsoft
Security Support Provider Interface (SSPI[32]). As such, the NTLM challenge-
response steps have been wrapped into a framework such that a calling ap-
plication need only know how to pass these messages, not to understand
them. At each end of the connection, these messages are passed down to
the security libraries for processing.

5.2.1 NTLMSSP Packets

Within those messages is a particular packet format, which is known as
NTLMSSP, partly because the ASCII string "NTLMSSP" prepends every
protocol exchange. Three different packets pass back and forth between
client and server:

Negotiate The initial packet, sent from the client to the server, suggesting
options (including choice of Unicode or ASCII for future com-
munication) and requesting an authentication

Challenge The return packet, containing the LM challenge, and the server’s
options (influenced by the client). It may also include data on
the target system’s name and domain.

Authenticate The final packet, containing the user-name, domain and challenge-
response (also known as the encrypted passwords), in whatever
format may have been negotiated.

The format of these packets, and the meaning of most of the options car-
ried in them is now reasonably well understood, and partially documented
in an official sense by Open Group [40]. Unofficial documentation includes
the comprehensive reference by Glass [16] and the older reference by Tschalar
[55].
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5.2.2 NTLMSSP Options

Within the NTLMSSP context, a different set of session keys, cyphers and
authentication inputs are used - depending on the negotiated options. The
fact that these are negotiated is problematic, but the implementation may
define minimum required options. What follows is a discussion of some of
the options, but a more complete treatment is given by Glass [16].

LM Session Key

The LM session key is created as specified by Open Group [40]: it is based
on the NTLM ‘LM Key’, and includes part of the LM response (and there-
fore the server-generated random challenge) in a DES based hash, mak-
ing it unique for each session. It is negotiated by the specification of the
NTLMSSP_NEGOTIATE_LM_KEXM the negotiated options.

This key is then ‘'weakened’ to various strengths, to fix export require-
ments. The irony is that the 128 bit negotiated key is far from this in real
strength, due to there being at most 56 bits of key input!

NT Session Key (v1)

When the LM_KEY option is not negotiated, and no other options are spec-
ified, the session key is the NT Key from the NTLM authentication ex-
change. This key is 128 bits in strength, but fixed until the user’s password
changes. Unfortunately, despite being 128 bits in strength, the session key’s
value can be obtained by breaking the 56-bit DES in the LM response algo-
rithm, so it never provides 128 bits of cryptographic protection.

NTLM2 Session Response

Another modification to the NTLMSSP login scheme, this option prevents
a server-initiated dictionary attack, by providing input from the client and
server in calculating the challenge input to the challenge-response function.
This option also changes the session key negotiation to include mutually
agreed random data into the key. This ensures that the session key again
changes between sessions.

Key Exchange

In another modification to the session key negotiation, the specification of
the ‘key exchange’ flag allows the client to specify a new session key, to
be encrypted with what otherwise would be the session key. Presumably,
the client would choose a random sequence of bytes, unrelated to the pass-
word, but as will be noted in Section A.3, the ability for the client the pro-
pose a known session key is an unexpected weakness in the NTLMSSP
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scheme, particularly given the steps taken when the NTLM2 Session Re-
sponse is selected.

5.2.3 NTLMSSP Signing and Sealing

NTLMSSP provides generic functions to sign and seal quantities of data,
and this is used in DCE-RPC. Using the session key negotiated between
the client and server, a cipher state is established though which the data is
encrypted, or the signature is generated /verified.

The core of the sign/seal algorithms is alleged to be RC4[44, 29, 47]:
an algorithm used repeatedly (and unfortunately often poorly) in many
parts of Microsoft’s network server implementation. When negotiating
the newer ‘NTLM2 Session Security’, multiple RC4 sboxs are generated,
one per direction, each using unique subkeys, and checksums are calcu-
lated with the strong HMAC-MD5[26] checksum. However, when this is
not negotiated the checksum is a only a CRC32 function[64]; weaknesses
in this function have been used in the past to break the security of SSH
connections[15].

5.3 Distributed NTLM

NTLM as so far described has no inbuilt mechanism for distribution over
a network. In short, NTLM assumes that the server being contacted is also
the server holding the passwords. In order to implement a distributed net-
work architecture, compromises, which are invisible to the client, must be
made at the server. Typically these are to somehow contact the Domain
Controller (DC) to confirm or deny an incoming user’s identity, a process
shown in 5.1.

5.3.1 Pass-though Authentication

The first, and easiest compromise the server can make is simply to defer
the decision to another server. In pass-though authentication, optimised
by Samba’s security=server [56] configuration option, the challenge is
generated by a remote server, and the response forwarded to it likewise.
The server in the middle, to which the client wants access, simply assumes
that the remote server will correctly signal authentication success or fail-
ure. Such a server does not gain any additional knowledge, such as session
keys, nor does it have cryptographic proof that the remote server is not in
some way being spoofed.

This mode of operation is particularly fragile, because once a challenge
is retrieved from the remote server, the connection must remain open - a
transparent re-connection cannot be made later.
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Figure 5.1: Trusted Third Party Authentication (NTLM).

The Domain Controller (DC) wears a special hat. It keeps
track of the common authentication database that is shared
by the SMB servers in the Domain. The SMB servers query
the DC when a client requests access to SMB services. (Im-
age and text (c) Chris Hertel[19], http://www.ubiqgx.org/
cifs/figures/smb-15.html )

5.3.2 NETLOGON

The NETLOGON authentication process was introduced by Microsoft Win-
dows NT to handle this problem in a more secure manner. Fundamentally,
the challenge-response step to the remote server (the DC) is removed, and
instead the DC is presented with both the challenge and the response. The
server in the middle (the member server) gains in return a set of details
about the user: their name, groups and the cryptographic session keys de-
scribed above.

However, this process presents a security exposure - why couldn’t an
attacker ask the DC the same question, perhaps with a challenge and re-
sponse found by sniffing the network? And why couldn’t an attacker mod-
ify the response from the DC to include the ‘Administrators” group? This is
prevented (on later clients and servers®) by the cryptographic signing and
sealing of the connection, using a shared secret between the member server
and the DC.*

It is for the purpose of setting up this secret that a machine “joins’ the domain
in the first place.

3Windows NT4 with Service Pack 4 and above, Windows 2000 and above and Samba 3.0
and above.
4This is a system known as schannel or Secure Channel.


http://www.ubiqx.org/cifs/figures/smb-15.html
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While modern clients will negotiate, and even require,5 a level of secu-
rity in their communication with the DC, another issue remains very real:
the circle of friends that the DC trusts to perform this operation is very
large, extending to each and every workstation that is a member of the do-
main, not just the file and print servers. Any single one of these may per-
form this logon operation, and obtain information such as the user’s long
term session key, or even the first 8 bytes of their LANMAN password!

5Windows XP will not communicate with a Domain Controller that does not support the
schannel scheme for signing and sealing it’s connection to the DC.
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Kerberos

6.1 Kerberos Basics

Kerberos[47] is described as a ‘trusted third party” authentication system,
based around shared secrets and symmetric cryptography. The hub of
the Kerberos authentication system is the Key Distribution Center (KDC),
which contains a copy of each user’s passwords (in very much the same
way a DC or standalone server does for NTLM). Kerberos is an Internet
Standard[25], with MIT providing the reference implementations, used in
their Project Athena. In an interesting diversion from the standards docu-
ments, four-part dialogue, describing the system is available[6].

Aside from a far superior cryptographic base, the key difference be-
tween NTLM and Kerberos authentication is that the user is given their
ticket, with cryptographic proof of their own identity. The server can ver-
ify that proof with local cryptography, avoiding the need for the server to
contact the KDC in real time. Kerberos also includes mutual authentication,
signing and sealing of data, and is extensible with new encryption types,
something that Microsoft did allow in an upgrade from Windows NT:

6.2 An upgrade compatible encryption type

One of the biggest deterrents to the deployment of Kerberos at any site
is the frightening concept that to do it, all of the user’s passwords must be
securely collected, in clear-text, for hashing into appropriate Kerberos keys.
Microsoft knew that it could not expect this kind of effort in upgrading
Windows servers from NT4 to Active Directory, so they solved it a different
way.

Instead of obtaining the plain-text password, Microsoft used the NT
hash! as the shared Kerberos key, and defined a set of cryptographic op-

IPreviously calculated and stored for use with the NTLM password scheme

24
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erations around this base. Published as an Internet-Draft Brezak and Swift
[4], this encryption type has been added to other Kerberos implementations
for the purpose of interoperability.

6.3 The PAC

Kerberos follows a model that describes a strict separation between authen-
tication and authorization. This is very nice in theory, but presents some
practical difficulties in mapping a Kerberos identity to a user, and their ac-
cess rights. In particular, it is the problem of performing this mapping in a
network-efficient manner that caused the PAC (Privilege Attribute Certifi-
cate) and associated infrastructure to be devised.

The PAC is a cryptographically signed blob of data including informa-
tion on a user’s groups, their home directory location, and similar details.
This is nothing particularly special, but Microsoft created a storm by re-
leasing the specification for this data format under a ‘click-though’ licence,
including a Non-Disclosure Agreement (NDA)[62].

Subsequently, portions of this data format were released under a much
more liberal licence[5].
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Security Negotiation

In what is in many ways an oxymoron, security protocols must be negoti-
ated between any two peers, to ensure that each site is talking a dialect (or
indeed and entire language) that the other understands. Invariably, these
negotiation protocols are described as simple,! and provide each side with
choice over the desired mechanisms. The idea of security negotiation is
also associated with security fall-back; if one authentication scheme is un-
available (even without a negotiation step), the peers may simply attempt
an older scheme. This too has security implications, if an attacker can in-
fluence the decision to fall-back.

Once a mechanism is chosen, it may also perform its own negotiation
steps, as NTLMSSP does with the negotiated flags.

71 SASL

As far as security negotiation mechanisms go, SASL is surprisingly sane.
SASL succeeds because it is very easy to implement in almost any proto-
col: it places no requirement on the use of ASN.1, and is often trivially
placed into text-based Internet protocols such as IMAP and SMTP. Secu-
rity mechanisms are advertised and selected by simple exchange of text
strings. By convention (and specified in standards for each protocol it is
actually placed in), the subsequent exchange of security packets are again
simple text strings, by simple use of base64 encoding.

Away from protocol implementation details, the names of security mech-
anisms are associated with particular levels of security. Clients and servers
may place requirements on each other by which mechanisms they support,
but this does not have any network-visible artifacts.

1A point made very good fun of by Allison [1].

26
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7.2 GSSAPI

Designed as a simple API for access to Kerberos and other security mech-
anisms, GSSAPI is both a C programming API, and a network protocol.
Both are reasonably complex, a point exampled well by the way GSSAPI
uses an Object IDentifier (OID) to prefix its network messages. OIDs are
globally unique streams of numbers, delegated out of a hierarchical name-
space, and formatted (as is the case for all of GSSAPI) in ASN.1. (SASL uses
simple text strings for the same purpose, with much clearer effect).

GSSAPI, like SASL, exchanges datagrams until both sites are happy
with the security result.

721 SPNEGO

Born out of the need to mutually negotiate a security mechanism, where
both parties may not already know what the other supports, the Simple
and Protected NEGOtiation protocol (SPNEGO) is a selection mechanism
for GSSAPI. It appears in a GSSAPI wrapping, because on the network it
is a GSSAPI mechanism. The server or client (depending on who ‘speaks’
first) suggests a list of mechanisms, and the peer responds. If both parties
agree on a mechanism, then that mechanism’s exchange can commence. By
anticipating that choice, the exchange for one of these mechanisms can be
started in the negotiation phase, providing less round trips.

SPNEGO is interesting because it is used by Microsoft to select between
Kerberos and NTLMSSP, and is the basis for their “‘Negotiate” SSPI security
mechanism. Microsoft also broke their implementation of SPNEGO, by re-
moving the integrity protection. (This allows an attacker to modify the list
of protocols being exchanged, to force a selection of a less secure protocol).
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The Join process

8.1 Purpose

The purpose of the ‘domain join’ is to securely setup a password (shared
secret) between the workstation (or member server) and the domain con-
trollers, so it may use the NETLOGON mechanism described in 5.3.2, and
the Kerberos system described in 6. This is done by a privileged user, who
has the right to specify that a new machine account be added to the domain.
At the conclusion of this process, both the workstation and the domain con-
trollers know the password, and can use this value to prove to each other
that they are indeed authentic.

8.2 Process and Tools

In this example, a WinXP Professional, Service Pack 2, virtual workstation
is joined to Active Directory, hosted on Windows 2003 Advanced Server.
The workstation is a virtual machine running under VMWare [57], and is

with WIN2003.WIN2K3.THINKER.LOCAL being the Windows 2003 Do-
main Controller (DC). The Administrator user is used to join the ma-
chine to the domain, which also has a short name of WIN2K3THINK This
was monitored! and analysed with the assistance of Ethereal [11], which
produced the packet capture diagrams.

IBecause both the WinXP and Windows 2003 machines are running under VMware
(which itself is run on Linux), the whole process can be monitored by listening on the virtual
Ethernet hub that VMware provides.

28
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Figure 8.1: The Join Dialog

8.3 Initial Join

The join process is initiated by selecting ‘Change’ from the ‘Identity” tab of
the ‘System” control panel, on the WinXP client. This presents a very simple
interface, shown in Figure 8.1.

8.3.1 DC Location
The first part of the domain join process is to locate a Domain Controller
(DC) to join. This involves both DNS and CLDAP, if available.

DNS

Microsoft has defined a number of expected DNS names, under the _msdcs
sub-domain, containing SRV records, for service location. The first as-
sumption for a domain join is that the domain exists as a DNS name, with
_ldap._tcp._msdcs. prepended.
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No. Tine Sour ce Desti nation Proto
col Info

182 357.875327 192.168. 3. 129 192.168.3.2

Standard query SRV _|dap._tcp.dc. _nmsdcs. W N2K3. THI NKER. LOCAL

Frane 182 (101 bytes on wire, 101 bytes captured)
Ethernet I, Src: 00:0c:29:c7:09:32, Dst: 00:50:56:f4:6b:f8
Internet Protocol, Src Addr: 192.168.3.129 (192.168.3.129), Dst Addr:
192.168.3.2 (192.168. 3. 2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Dormai n Nanme System (query)
Transaction | D: 0x13d5
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0O
Aut hority RRs: O
Additional RRs: 0
Queries
_ldap. _tcp.dc. _nmsdcs. W N2K3. THI NKER. LOCAL: type SRV, class inet
Name: _|dap. _tcp.dc. _nmsdcs. W N2K3. THI NKER. LOCAL
Type: Service |ocation
Cl ass: inet

Figure 8.2: Initial DNS Lookup

No. Ti me Sour ce Desti nation Proto
col Info
188 358.033510 192.168.3.129 192.168.3.3 CLDAP
Msgl d=1 Search Request, Base DN=(null)

Frame 188 (174 bytes on wire, 174 bytes captured)
Ethernet Il, Src: 00:0c: 29: c7: 09: 32, Dst: 00:0c:29:ff:
Internet Protocol, Src Addr: 192. 168. 3. 129 (192. 168. 3. 129) Dst Addr:
192.168.3.3 (192A 168. 3. 3)
User Datagram Protocol, Src Port: 1038 (1038), Dst Port: |dap (389)
Li ghtwei ght Directory Access Protocol, Search Request

Message 1d: 1

Message Type: Search Request (0x03)

Message Length: 117

Response In: 189

Base DN: (null)

Scope: Base (0x00)

Der ef erence: Never (0x00)

Size Limt: 0

Time Linmit: O

Attributes Only: Fal se

Filter: (& DnsDomai n=W N2K3. THI NKER. LOCAL) ( Host =W NXP1) ( Nt Ver =\ 006)
Attribute: Netlogon

Figure 8.3: Initial CLDAP Lookup

CLDAP

Connectionless LDAP is used as an ‘Internet Standard” transport for Mi-
crosoft’s proprietary domain controller location protocols. While CLDAP
would be an ideal mechanism for this purpose, it has been mangled into
not much more then a wrapper for a proprietary network structure in the
form of the netlogon attribute. Information about the machine attempt-
ing to locate the domain is included as an LDAP filter, and is sent to hosts
appearing in the DNS reply. Part of the purpose of this process is to easily
eliminate bad DNS data from the following processes: only those servers
that send a reply to the UDP based CLDAP need be considered for further
connection attempts.

The Netlogon CLDAP reply includes a large amount of detail about
the server, its basic operating details and in particular the site at which
it is located. Windows clients in an Active Directory domain can use the
site information to restrict operations to domain controllers located at the
same physical site as the client, avoiding stress on often comparatively slow
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No Tine Sour ce Desti nation Proto

col Info

195 395.572752 192.168.3.3 192.168. 3. 129 CLDAP

Msgl d=2 Search Entry, 1 result

Frame 195 (228 bytes on wire, 228 bytes captured)
Ethernet Il, Src: 00:0c:29:ff:62:81, Dst: 00:0c:29:c7:09: 32

Internet Protocol, Src Addr: 192.168.3.3 (192.168.3.3), Dst Addr: 192

.168.3.129 (192.168. 3. 129)
User Datagram Protocol, Src Port: |dap (389), Dst Port: 1040 (1040)
Li ghtwei ght Directory Access Protocol, Search Entry
Message |d:
Message Type: Search Entry (0x04)
Message Length: 149
Response To: 194
Tine: 0.001057000 seconds
Di stingui shed Nane: (null)
Attribute: netlogon
Type: 23
Fl ags: 0x000003f d

ain nc serviced by |dap server

= Good Tinme Serv: This dc has

"2’ GOOD TIME SERVI CE (i e. hardware ci ock)

= Witable: This dc is WRI TAB

LE

1... .... = Cosest: This is the CLOSES
T dc (unreliable?)

L1 = Time Serv: This dc is runni
ng TIME SERVI CES (ntp)

.1. .... = KDC: This is a KDC (kerbero
s)

.1 .... =DS: This dc supports DS

. 1... = LDAP: This is an LDAP serve
r

.1.. = GC This is a GLOBAL CATALO
GUE of forest

e e i i i ouu. .... ...1 =PDC This is a PDC
Domai n GUI D: 2227E25D16202449B8FA6E23BCB37987
Forest: w n2k3.thinker. | ocal
Domai n: w n2k3. t hi nker. | ocal
Host nane: w2003fi nal . wi n2k3. t hi nker. | ocal
Net Bi os Donmai n: W N2K3THI NK
Net Bi os Host nane: W2003FI NAL
User:
Site: Default-First-Site
Cient Site: Default-First-Site

R

Figure 8.4: Initial CLDAP Reply

= NDNC: Donmin is NOT non-dom
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£ Control Panel
| System Properties | L
T

Computer Name Changes

v|GU

‘¥'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

2 B

|?”§| ic  Dateand Time  Display

=
D e

Compuiter name:

|winxp1 @\%

Full camputer name: ‘[ﬂr
winkpl.

Mause Metwork
Connections
Enter the name and password of an account with permission )
to join the domain. i i a
tember of ’/
& Domair: User name: |ﬂ adrministratar b | ~ pnd Scanners and  Scheduled
[WINZKLTHINKER.LOCAL Cameras Tasks

Password: | LTTTTIY |

) Wworkgroup ﬁ
|WUHKGHDUP nd User Accounts Yhware Toals
"

aK =) |

B Control Panel EN | W 5 ap fE 241 PM

Figure 8.5: Prompting for a password

WAN links.

NetBIOS Lookups and NetBIOS GetDC

If a DNS name is not found, an NT4 style NetBIOS lookup can be per-
formed, looking for the WIN2K3THINK#1c NetBIOS name, and using the
result in the same way as the DNS result is used above. Likewise, a GetDC
request (this time encapsulated in the NetBIOS mail-slot protocol), will re-
turn the same proprietary blob of information regarding the domain.

8.3.2 Asking for a password

Now that the Domain and Domain Controllers have been located?, the user
is prompted for a password, shown in Figure 8.5. This is the last thing a
user sees before the process is completed, only a few seconds later. From
here on, we can only observe progress by watching the network traffic.

%In particular, this step ensures that the domain exists, and the user has not made a
typographical error
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No. Tine Sour ce Destination Proto
col Info
204 396.014448 192.168.3.129 192.168.3.3 TCP
1043 > microsoft-ds [SYN] Seq=2234193416 Ack=0 W n=64240 Len=0 MS
S=1460
205 396.021308 192.168.3.3 192.168. 3. 129 TCP
microsoft-ds > 1043 [ SYN, ACK] Seq=1514913415 Ack=2234193417 W n=
64240 Len=0 M5S=1460

206 396.028445 192.168.3.129 192.168.3.3 TCP
1043 > nmicrosoft-ds [ACK] Seq=2234193417 Ack=1514913416 W n=64240
Len=0
209 396.042160 192.1 192.168.3.3 TCP
1044 > net bi os-ssn [SYN] Seq 2092721420 Ack=0 W n=64240 Len=0 MSS
=1460
210 396. 042546 192.168. 3. 192.168. 3.

129 TCP
net bi os-ssn > 1044 [ SYN, ACM Seq= 43933294 Ack=2092721421 W n=642
40 Len=0 M5S=1460

211 396.045099 192.168.3.129 192.168.3.3 NBSS

Sessi on request, to W2003FI NAL<20> from W NXP1<00>

212 396.046116 192.168.3.3 192. 168. 3. 129 NBSS

Posi tive session response

213 396.068647 192.168.3.129 192.168.3.3 SMVB

Negoti ate Protocol Request

214 396.072308 192.168.3.3 192. 168. 3. 129 SMVB

Negoti ate Protocol Response

215 396.088053 192.168.3.129 192.168.3.3 T

1044 > netbios-ssn [FIN, ACK] Seq=2092721493 Ack=43933299 W n=642
36 Len=0

216 396.088510 192.168.3.3 192. 168. 3. 129

Figure 8.6: Initial CIFS connection

8.3.3 CIFS Connection
Two connections!

The address found in DNS is used to make a connection to the two regis-
tered CIFS ports on the server, and is shown in Figure 8.6. If both ports
successfully connect, then the connection to port 139 is dropped, with the
connection continuing on port 445. This strange behaviour is justified by
the removal of NetBIOS (which is connected with port 139) from the CIFS
protocol stack - in a mode that Chris Hertel[19] likes to refer to as ‘naked
transport’. Clearly, the interest here is not in network efficiency?.

Negotiated Security

The expanded packet in Figure 8.7 shows the initial SPNEGO Surati and
Muckin [50] token, as part of the Negotiate Protocol reply, indicating what
security mechanisms this server is able to accept. The presence of Kerberos
(in two forms, due to an unfortunate bug in early Windows 2000 versions),
allows the login to progress using Kerberos authentication. Likewise, a
client unable to perform Kerberos knows from this reply that NTLMSSP,
the more traditional login scheme on Windows networks, is also accept-
able.
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No. Tine Sour ce Desti nation Proto
col Info
553 492.867865 192.168.3.3 192. 168. 3. 129 SMB
Negoti ate Protocol Response

Frame 553 (247 bytes on wire, 247 bytes captured)
Ethernet Il, Src: 00:0c:29:ff:62:81, Dst: 00:0c:29:c7:09: 32
Internet Protocol, Src Addr: 192.168.3.3 (192.168.3.3), Dst Addr: 192
.168.3.129 (192.168. 3. 129)
Transmi ssion Control Protocol, Src Port: microsoft-ds (445), Dst Port
1028 (1028), Seq: 471155039, Ack: 833626135, Len: 193
Net BI OS Sessi on Service
SMB (Server Message Bl ock Protocol)
SMB Header
Negoti ate Protocol Response (0x72)
Word Count (WCT): 17
Di al ect Index: 5, greater than LANVAN2. 1
Security Mode: O0xOf
Max Mpx Count: 50
Max VCs: 1
Max Buffer Size: 4356
Max Raw Buffer: 65536
Sessi on Key: 0x00000000
Capabi | i ties: 0x8001f3fd
System Tine: Sep 26, 2004 14:38:30. 349727423
Server Time Zone: -600 min from UTC
Key Length: 0
Byte Count (BCC): 120
Server GUI D: 2028734E5B73AB4E87975FBB87CLDDAA
Security Blob: 606606062B0601050502A05C305AA030. . .
GSS- API
OD 1.3.6.1.5.5.2 (SNWPv2-SM::security.5.2) (SPNEGO - Sinple Protec
ted Negotiation)
SPNEGO

negTokenl ni t
mechType
O D 1.2.840.48018.1.2.2 (iso.2.840.48018.1.2.2) (M5 KRB5 - M crosoft
Kerberos 5
abD:

)
1.2.840.113554.1.2.2 (iso.2.840.113554.1.2.2) (KRB5 - Kerberos 5

)
O D 1.2.840.113554.1.2.2.3 (iso0.2.840.113554.1.2.2.3) (KRB5 - Kerber
os 5 - User to User)

QD 1.3.6.1.4.1.311.2.2.10 (SNWPv2-SM::enterprises.311.2.2.10) (NTL

MSSP - M crosoft NTLM Security Support Provider)

mall i Ak R A WANANE D Al AW ARSI NED

Figure 8.7: Negotiate Protocol Reply
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No. Ti me Sour ce Desti nation Proto
col Info
224 396.149513 192.168. 3. 129 192.168.3.3 KRB5
AS- REQ

Frame 224 (371 bytes on wire, 371 bytes captured)

Ethernet I, Src: 00:0c:29:¢7:09:32, Dst: 00:0c:29:ff:62:81

Internet Protocol, Src Addr: 192.168.3.129 (192.168.3.129), Dst Addr:
192.168.3.3 (192.168. 3. 3)

User Datagram Protocol, Src Port: 1047 (1047), Dst Port: kerberos (88

)
Ker ber os AS- REQ
Pvno: 5
MSG Type: AS-REQ (10)
padat a: PA- ENC- TI MESTAMP PA- PAC- REQUEST
KDC_REQ BODY

Paddi ng: 0
KDCOpt i ons: 40810010 (Forwardabl e, Renewabl e, Canonicalize, Renewable
K

Client Name (Principal): admnistrator
Real m W N2K3. THI NKER. LOCAL

Server Nanme (Service and Instance): krbtgt W N2K3. THI NKER LOCAL

till: 2037-09-13 02:48:05 (2)

rtime: 2037-09-13 02:48:05 (2)

Nonce: 301462589

Encryption Types: rc4-hmac rc4-hmac-ol d rc4-nd4 des-chc-nmd5 des-cbc-c
rc rc4-hmac-exp rc4-hmac- ol d- exp

Host Addr esses: W NXP1<20>

No. Ti me Sour ce Desti nation Proto
col Info
225 396. 152527 192.168.3.3 192. 168. 3. 129 KRB5
AS- REP

Frame 225 (1447 bytes on wire, 1447 bytes captured)

Ethernet 11, Src: 00:0c:29:ff:62:81, Dst: 00:0c:29:c7:09:32

Internet Protocol, Src Addr: 192.168.3.3 (192.168.3.3), Dst Addr: 192
.168.3.129 (192.168. 3. 129)

User Datagram Protocol, Src Port: kerberos (88), Dst Port: 1047 (1047

)
Ker ber os AS- REP
Pvno: 5
MBG Type: AS-REP (11)
Client Real m W N2K3. THI NKER. LOCAL
Client Name (Principal): adm nistrator
Ti cket
Tkt-vno: 5

Al e VAERIMIZA TIH AR L ASAL

Figure 8.8: Initial Kerberos exchange (AS-REQ).



CHAPTER 8. THE JOIN PROCESS 36

8.3.4 Kerberos Login

Kerberos is a separate networking authentication protocol entirely, and Fig-
ure 8.8 shows the client requesting a Ticket Granting Ticket (TGT), allowing
it to request other tickets. It does so by sending the current time, encrypted
with the user’s password (this is the pre-auth data). Of interesting note in
this TGT is the HostAddresss (network addresses where this TGT may be
validly used) is given as a NetBIOS Name, not the usual IP address! The
TGT allows the client to request tickets for services, which in this case is
passed to the CIFS server form of a Session Setup request (shown in Figure
8.9), wrapped in SPNEGO and GSSAPI. Note the server name as it appears
in the ticket: cifs/win2003.win2k.thinker.local .

8.3.5 DCE-RPC over CIFS

The CIFS connection in this case is only made for the purpose of estab-
lishing a transport for DCE-RPC, and Figure 8.10 shows the client’s first
request - looking again for basic information about the domain. Of par-
ticular note is the LsarQueryInformationPolicy2 reply - the presence
of this reply (as opposed to a fault indicating an unknown operation) in-
dicates to the client that this is indeed an “Active Directory’” domain. The
information supplied is actually very much like that found in the CLDAP
reply - an exploded view of this packet is in Figure 8.11.

From this point, a stream of requests are made, starting with the SAMR
pipe, to create the new machine account. Shown in summary in Figure
8.12, the end result is a new machine account, with a password set. The
SamrGetUserDomainPasswordInformation call is to enquire of the
minimum password length, so that the subsequent SamrSetinformationUser2
request can set a sufficiently long password.

8.4 Modifying the servicePrincipalNames

Up until this point, the join process is very much like that of a Samba or
NT4 server, and could be implemented without many changes to an exist-
ing code-base. However, the client soon changes the problem drastically,
by making a call to the LDAP server, which it presumes to be operating on
the same Domain Controller. Combined with yet more DCE-RPC calls, this
time to the DRSUAPI (Directory Replication Service) endpoint, the client
uses ‘standard’ LDAP* to modify the Kerberos service principal names as-
sociated with the machine account.

3A point that will become very, very clear at the end of the 1300 packets in this join /
domain logon sequence!

4Standard in the sense of being TCP based (not UDP, as CLDAP is) and being largely
conforment with the LDAPv3 specifications[60].
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No. Ti me Sour ce Desti nation Proto
col Info
232 396.188881 192.168.3.129 192.168.3.3 SMB
Sessi on Setup AndX Request

Frane 232 (1412 bytes on wire, 1412 bytes captured)
Ethernet 11, Src: 00:0c:29:c¢7:09:32, Dst: 00:0c:29:ff:62:81
Internet Protocol, Src Addr: 192.168.3.129 (192.168.3.129), Dst Addr:
192.168. 3.3 (192. 168. 3. 3)
Transmi ssion Control Protocol, Src Port: 1043 (1043), Dst Port: nmicro
soft-ds (445), Seq: 2234195014, Ack: 1514913609, Len: 1358
Net Bl OS Sessi on Service
SMB (Server Message Bl ock Protocol)
SMB Header
Sessi on Setup AndX Request (0x73)

AndXConmmand: further commands ( Oxff)
Reserved: 00
AndXOr fset: 2814
Max Buffer: 4356
Max Mpx Count: 50
VC Nunber: 0
Sessi on Key: 0x00000000
Security Blob Length: 2652
Reserved: 00000000
Capabi lities: 0xa00000d4
Byte Count (BCC): 2755
Security Bl ob: 60820A5806062B0601050502A0820A4C. .
GSS- API
OD 1.3.6.1.5.5.2 (SNWv2-SM::security.5.2) (SPNEGO - Sinple Protec
ted Negotiation)
SPNEGO

negTokenl ni t

mechType
O D 1.2.840.48018.1.2.2 (iso.2.840.48018.1.2.2) (M5 KRB5 - M crosoft
Ker ber os 5)
O D 1.2.840.113554.1.2.2 (iso.2.840.113554.1.2.2) (KRB5 - Kerberos 5

)
OD 1.3.6.1.4.1.311.2.2.10 (SNWPv2-SM ::enterprises.311.2.2.10) (NTL
MSSP - M crosoft NTLM Security Support Provider)
nmechToken
krb5_bl ob: 60820A1606092A864886F71201020201. . .
QD 1.2.840.113554.1.2.2 (iso.2.840.113554.1.2.2) (KRB5 - Kerberos 5

)
krb5_t ok_i d: KRB5_AP_REQ (0x0001)
Ker ber os AP- REQ

Pvno: 5
MSG Type: AP-REQ (14)
Paddi ng: 0
APOpt i ons: 20000000 (Mutual required)
Ti cket
Tkt-vno: 5

Real m W N2K3. THI NKER. LOCAL
Server Name (Service and Instance): cifs w2003final.w n2k3.thinker.lo
cal
enc-part rc4-hmac
Aut hentlcator rc4- hmac

Mativin MO VMl adaii; AAAA Cavaid An ~~l. A ArAA

Figure 8.9: Session Setup, using the Kerberos ticket, wrapped in GSSAPI
and SPNEGO.
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No. Tine Sour ce Desti nation Proto
col Info

305 397.110013 192.168. 3. 129 192.168.3.3 SMB

'(I'}rsee Connect AndX Request, Path: \\W2003FI NAL. W N2K3. THI NKER. LOCA
L\ | P

306 397.110452 192.168.3.3 192.168. 3. 129 SMB

Tree Connect AndX Response

307 397.140693 192.168.3.129 192.168.3.3 SMB

NT Create AndX Request, Path: \lsarpc

308 397.141827 192.168.3.3 192.168. 3. 129 SMB

NT Create AndX Response, FID: 0x4000

309 397.157207 192.168.3.129 192.168.3.3 DCERP

Bind: call_id: 1 UUD:

312 397.163569 192.168.3.3 192.168. 3. 129 DCERP

Bind_ack: call_id: 1 accept max_xmit: 4280 max_recv: 4280

313 397.168840 192.168.3.129 192.168.3.3 LSA

Lsar OpenPol i cy2 request, \\w2003fi nal .w n2k3.thi nker. | ocal

314 397.169793 192.168.3.3 192.168. 3. 129 LSA

Lsar OpenPol i cy2 response

315 397.172297 192.168. 3. 129 192.168.3.3 LSA

Lsar Queryl nf or mati onPol i cy2 request

316 397.172819 192.168.3.3 192.168. 3. 129 LSA

Lsar Queryl nf ormati onPol i cy2 response

317 397.173373 192.168.3.129 192.168.3.3 LSA

Lsar Queryl nformati onPol i cy request, Prinmary Donain |nformation

318 397.177576 192.168.3.3 192.168. 3. 129 LSA

Lsar Queryl nf ormati onPol i cy response

Figure 8.10: The initial RPC requests

No. Ti me Sour ce Destination Prot o
col Info

316 397.172819 192.168.3.3 192. 168. 3. 129 LSA

38

Lsar Queryl nf ormati onPol i cy2 response

Frane 316 (362 bytes on wire, 362 bytes captured)

Ethernet IIl, Src: 00:0c:29:ff:62:81, Dst: 00:0c:29:c7:09: 32

Internet Protocol, Src Addr: 192.168.3.3 (192.168.3.3), Dst Addr: 192

.168.3.129 (192.168. 3. 129)

Transmi ssion Control Protocol, Src Port: microsoft-ds (445), Dst Port
1054 (1054), Seq: 3240586603, Ack: 1847857587, Len: 308

Net BI OS Session Service

SMB (Server Message Bl ock Protocol)

SMB Pi pe Protocol

DCE RPC

M crosoft Local Security Architecture, LsarQuerylnformationPolicy2
Oper ation: LsarQueryl nformationPolicy2 (46)
POLI CY_| NFORMATI ON poi nter: info
Referent | D: 0x00020000
POLI CY | NFO
Level : 12
POLI CY_DNS_DOVAI N_| NFO!
Donai n: W N2K3THI NK
FQDN:  wi n2k3. t hi nker. | ocal
Forest: w n2k3. thi nker. | ocal
QU D: 5de22722- 2016- 4924- b8f a- 6e23bch37987
SI D pointer:
SI D poi nter
Referent ID: 0x00020010
Count: 4
Domain SID: S-1-5-21-3048156945-3961193616- 3706469200 (W N2K3THI NK)
Return code: STATUS_SUCCESS (0x00000000)

Figure 8.11: LsarQueryInformationPolicy2 Reply
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No
col

Tine Sour ce Desti nation Proto
Info
319 397.259514 192.168.3.129 192.168.3.3 SMVB
NT Create AndX Request, Path: \sanr
320 397.260329 192.168.3.3 192.168. 3. 129 SvB
NT Create AndX Response, FID: 0x4001
321 397.261567 192.168.3.129 192.168.3.3 DCERP
Bind: call_id: 1 UUD SAWR
324 397.263096 192.168.3.3 192.168. 3. 129 DCERP
Bind_ack: call_id: 1 accept max_xmit: 4280 max_recv: 4280
325 397.263773 192 168. 3. 129 192.168.3.3 SAMR
Sanr Connect 5 reque
326 397.264451 192.168.3.3 192. 168. 3. 129 SAMR
Sanr Connect5 response
327 397.265250 192.168.3.129 192.168.3.3 SAMR
Sanr Enunrer at eDomai nsl nSanfSer ver request
328 397.265673 192.168.3.3 192. 168. 3. 129 SAMR
Sant Enuner at eDomai nsl nSaner ver response
329 397.266144 192.168.3.129 192.168.3.3 SAMR
Sanr LookupDonai nl nSanBer ver request
330 397.267266 192.168.3.3 192. 168. 3. 129 SAMR

Sant LookupDonai nl nSanSer ver response
331 397.267991 192.168.3.129 .168.3.3
nr QpenDomai n request, S 1-5- 21- 3048156945- 3961193616- 3706469200

Sa
(W N2K3THI NK)

332 397.269400 192.168.3.3 192. 168. 3. 129 SAMR
Sant OpenDonwi n response

333 397.274390 192.168.3.129 192.168.3.3 SAMR
Sanr Cr eat eUser 2| nDonai n request

335 397.532148 192.168.3.3 192.168. 3. 129 SAMR
Sant Cr eat eUser 21 nDonri n r esponse

336 397.554116 192.168.3.129 192.168.3.3 SAMR
Sanr Queryl nformati onUser request, |evel 16

337 397.555634 192.168.3.3 192.168. 3. 129 SAMR
Sant Queryl nf or mati onUser response

338 397.556988 192.168.3.129 192.168.3.3 SAMR
Sanr Get User Donmai nPasswor dl nf or mati on request

339 397.557967 192.168.3.3 192. 168. 3. 129 SAMR
Sant Get User Donri nPasswor dI nf or mat i on response

340 397.595767 192.168.3.129 192.168.3.3 SAMR
Sanr Set | nf or nati onUser 2 request, |evel 25[ Long frane (754 byt es)]
341 397.663441 192.168.3.3 .168.3.129 SAMR
Sant Set | nf or mat i onUser 2 r esponse

342 397.665644 192.168.3.129 192.168.3.3 SAMR
Sanr O oseHandl e request, CreateUser2 handl e

343 397.666361 192.168.3.3 192. 168. 3. 129 SAMR

Sant G oseHandl e response
344 397.667149 192.168.3.129 192.168.3.3 SAMR
Sanr O oseHandl e request, OpenDomai n(S-1-5-21-3048156945- 396119361

6- 3706469200 (W N2K3THI NK) )

345 397.667833 192.168.3.3 192.168. 3. 129 SAMR
Sant C oseHandl e response

346 397.668356 192.168.3.129 192.168.3.3 SAMR
Sant O oseHandl e request

347 397.677871 192.168.3.3 192.168. 3. 129 SAMR
Sant C oseHandl e response

348 397. 680342 192.168.3.129 192.168.3.3 SMB
Cl ose Request, FID: 0x4001

349 397.681108 192.168.3.3 192. 168. 3. 129 SMVB

Cl ose Response

Figure 8.12: Account creation over SAMR

39
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No. Tine Sour ce Desti nation Proto
col Info
362 0.054328 192. 168. 3. 129 192.168.3.3 LDAP
Msgl d=10 Bi nd Request, DN=(null)

Frane 362 (1427 bytes on wire, 1427 bytes captured)
Ethernet 11, Src: 00:0c:29:c7:09:32, Dst: 00:0c:29:ff:62:81
Internet Protocol, Src Addr: 192.168.3.129 (192.168.3.129), Dst Addr:
192.168. 3.3 (192. 168. 3. 3)
Transm ssion Control Protocol, Src Port: 1059 (1059), Dst Port: |dap
(389), Seq: 291259422, Ack: 3872195546, Len: 1373
Li ght wei ght Directory Access Protocol, Bind Request
Message 1d: 10
Message Type: Bind Request (0x00)
Message Length: 1358
Response In: 363
Version: 3
DN: (null)
Auth Type: SASL (0x03)
Mechani sm GSS- SPNEGO
GSS- APl Token
GSS- API
OD 1.3.6.1.5.5.2 (SNWPv2-SM ::security.5.2) (SPNEGO - Sinple Protec
ted Negotiation)
SPNEGO

negTokenl ni t
mechType
O D 1.2.840.48018.1.2.2 (iso.2.840.48018.1.2.2) (M5 KRB5 - Mcrosoft
Ker ber os 5)
QD 1.2.840.113554.1.2.2 (iso.2.840.113554.1.2.2) (KRB5 - Kerberos 5

)
OD 1.3.6.1.4.1.311.2.2.10 (SNMPv2-SM ::enterprises.311.2.2.10) (NTL
MSSP - M crosoft NTLM Security Support Provider)
mechToken
krb5_bl ob: 608204ED06092A864886F71201020201. . .
O D 1.2.840.113554.1.2.2 (iso.2.840.113554.1.2.2) (KRB5 - Kerberos 5

)
krb5_tok_i d: KRB5_AP_REQ (0x0001)
Ker ber os AP- REQ

Pvno: 5
MSG Type: AP-REQ (14)
Paddi ng: 0
APOpt i ons: 20000000 (Mutual required)
Ti cket
Tkt-vno: 5

Real m W N2K3. THI NKER. LOCAL
Server Name (Service and Instance): |dap w2003final.w n2k3.thinker.lo
cal

P S A

Figure 8.13: The SASL/SPNEGO/Kerberos LDAP bind request.

This series of calls is interesting for a number of reasons, but particu-
larly because of the implementation challenges it presents:

8.4.1 LDAP Bind

The LDAP protocol consists of a connect, and optionally a bind (authenti-
cate request) as a particular user. In the case of Active Directory, the client
uses an authenticated bind, with the credentials of the user joining the do-
main. In this case, shown in Figure 8.13, the bind is performed using Ker-
beros, which is wrapped rather oddly in both SASL (described in 7.1) and
SPNEGO (7.2.1).

8.4.2 DCE-RPC over TCP

After confirming that the LDAP server is contactable, and a login has been
performed, figure 8.14 shows the client making a DCERPC End Point Map-
per (EPM) call to locate the DRSUAPI pipe, and performing a similar SPENGO /KRB5
bind (login). This sets up an encrypted connection on that pipe, which pre-
vents the data payload from being revealed. However, the function num-
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No. Tine Sour ce Desti nation Proto
col Info

365 0.073532 192.168. 3. 129 192.168.3.3 TCP

1062 > 135 [ SYN] Seq=2897819770 Ack=0 W n=64240 Len=0 M5S=1460

366 0.000564 192.168.3.3 192.168. 3. 129 TCP

135 > 1062 [ SYN, ACK] Seq=1526934302 Ack=2897819771 W n=64240 Len
=0 MSS=1460

367 0.000749 192.168. 3. 129 192.168.3.3 TCP

1062 > 135 [ ACK] Seq=2897819771 Ack=1526934303 W n=64240 Len=0

368 0.032294 192.168. 3. 129 192.168.3.3 DCERP

Bind: call_id: 1 UU D EPM

369 0.001086 192.168.3.3 192.168. 3. 129 DCERP

Bind_ack: call_id: 1 accept max_xmit: 5840 max_recv: 5840

370 0.002377 192. 168. 3. 129 192.168.3.3 EPM

Map request

371 0.001614 192.168.3.3 192.168. 3. 129 EPM

Map response

372 0.004022 192.168. 3. 129 192.168.3.3 TCP

1063 > 1025 [ SYN Seq =2416101231 Ack=0 Wn 64240 Len=0 MsS=1460

373 0.000374 192.168.3.3 .168.3.129 TCP

1025 > 1063 [SYN, ACK] Seq=3682832658 Ack 2416101232 W n=64240 Le
n=0 MSS=1460

374 0.000487 192.168. 3. 129 192.168.3.3 TCP

1063 > 1025 [ ACK] Seq=2416101232 Ack=3682832659 W n=64240 Len=0

375 0. 004356 192. 168. 3. 129 192.168.3.3 KRB5

TGS- REQ

376 0.003040 192.168.3.3 192. 168. 3. 129 KRB5

TGS- REP

377 0.004146 192. 168. 3. 129 192.168.3.3 TCP

[ Desegnent ed TCP]

378 0.000366 192.168. 3. 129 192.168.3.3 DCERP
C Bind: call_id: 1 UU D DRSUAPI

379 0.001811 192.168.3.3 192.168. 3. 129 CP

1025 > 1063 [ ACK] Seq 3682832659 Ack=2416103947 Wn 64240 Len=0

380 0.003216 192.168.3.3 192.168. 3. 129 DCERP

Bi nd_ack: call _id: 1 accept max_xmt: 5840 max_recv: 5840

381 0. 002510 192. 168. 3. 129 192.168.3.3

Al ter_context: call_id: 1 UU D. DRSUAPI

382 0.001684 192.168.3.3 192.168. 3. 129 DCERP
C Alter_context_resp: call_id: 1 accept max_xmt: 5840 nmax_recv: 58
40

383 0.031959 192. 168. 3. 129 192.168.3.3 DRSUA
Pl DRSBi nd request

384 0.001274 192.168.3.3 192.168. 3. 129 DRSUA
Pl DRSBi nd response

385 0.001077 192. 168. 3. 129 192.168.3.3 DRSUA
Pl DRSCr ackNames request

386 0. 091166 192.168.3.3 192.168. 3. 129 DRSUA

Figure 8.14: DCE-RPC over TCP

bers are still visible, and we can determine a little without need to decrypt
the entire connection.

We can see from the exposed function numbers that a call to DsCrack-
Names is made, which we can assume from the context makes a conversion
between a machine account name® and its LDAP DNP°. We know it must re-
turn the DN, because the LDAP search in packet 391 (in Figure 8.15) uses
the exact name of the machine’.

8.4.3 LDAP search and modification

The next step is to search LDAP for that exact DN, looking for an exist-
ing DNS host name, and any existing servicePrincipalName. Figure 8.16

5This is known, because it was just created, and a password was just set on it.

6A DN, or Distinguished  Name, is  the unique location  of
an entry in the directory tree. The DN in this case is
CN=WINXP1,CN=Computers,DC=win2k3,DC=thinker,DC=local

’This whole procedure could be considered pointless, as a similar search for the ma-
chine name could be performed directly in LDAP. However, it is clear from the MSDN
documentation[34] that DsCrackNames provides a simple API for this purpose.
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No. Tine Sour ce Desti nation Proto
col Info
391 0.001030 192.168. 3. 129 192.168.3.3 LDAP
Msgl d=11 Search Request, Base DN=CN=W NXP1, CN=Conput er s, DC=wi n2k3
, DC=t hi nker, DC=I ocal

392 0.001113 192.168.3.3 192.168. 3. 129 LDAP
Msgl d=11 Search Entry

393 0.001443 192.168. 3. 129 192.168.3.3 LDAP
Msgl d=12 Mbdi fy Request

394 0.006098 192.168.3.3 192.168. 3. 129 LDAP
Msgl d=12 Modify Result

395 0. 005582 192. 168. 3. 129 192.168.3.3 LDAP

Msgl d=13 Unbi nd Request

Figure 8.15: LDAP Search and Modification

No. Ti me Sour ce Desti nation Proto
col Info
393 0.001443 192.168. 3. 129 192.168.3.3 LDAP
Msgl d=12 Mbodi fy Request

Frame 393 (334 bytes on wire, 334 bytes captured)
Ethernet Il, Src: 00:0c:29:¢c7:09:32, Dst: 00:0c:29:ff:62:81
Internet Protocol, Src Addr: 192.168.3.129 (192.168.3.129), Dst Addr:
192.168. 3.3 (192. 168. 3. 3)
Transmi ssion Control Protocol, Src Port: 1059 (1059), Dst Port: |dap
(389), Seq: 291260984, Ack: 3872195881, Len: 280
Li ght wei ght Directory Access Protocol, Mdify Request
SASL Buffer Length: 276
GSS- APl Token
Message |d: 12
Message Type: Modify Request (0x06)
Message Length: 213
Response I n: 394
Di sti ngui shed Name: CN=W NXP1, CN=Conput er s, DC=wi n2k3, DC=t hi nker, DC=l o
cal
Add: DnsHost Nanme
Val ue: wi nxpl.w n2k3.thinker. | ocal
Add: Servi cePrinci pal Nane
Val ue: HOST/w nxpl.w n2k3.t hi nker.| ocal
Val ue: HOST/ W NXP1

Figure 8.16: Adding new servicePrincipalName attributes

shows the subsequent modify request, where new servicePrincipalName
attributes are added, per the standard scheme for a member server.

8.5 Information Discovery

At this point, the machine is joined to the domain, and few further mod-
ifications of the server appear to occur. Instead, the machine now takes
the opportunity to discover certain information about the domain that it
joined. This process is incredibly verbose, but consists primarily of RPC
queries, DNS lookups and LDAP searches.

It is not worthwhile to analyse each call in detail at this point, as our
existing knowledge provides sufficient work for analysis and implementa-
tion as it is. That said, an examination of the packets shows new calls, but
no new technologies.
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Figure 8.17: Successfully joined to the domain

8.6 Success!

The join process concludes, and the user is informed of the join’s success,
as in figure 8.17.



Chapter 9

The Challenge of Active
Directory

The challenge of Active Directory is not the individual components - each
can be broken down into simple problems, most of which are not particu-
larly novel in computer science. Instead, the challenge in achieving Active
Directory compatibility is that of integration. Each and every one of the
above protocols and authentications schemes all work together on a com-
mon basis. As is clear from the join process - the LDAP server is expected
to contain the results of the SAMR call, as soon as that call is made. Like-
wise, the Kerberos server is expected to honour both the passwords and
the servicePrincipalNames set by SAMR and LDAP. While there are nu-
merous views on the Data model, Microsoft’s own documentation, and the
behaviour on the network, make it clear that the back-end is eventually a
single Jet' Database[31].

As such, the goal of Active Directory compatibility must be achieved by
integration, and as such the Samba4 implementation must strongly reflect
that.

1Jet is the same database technology used behind Microsoft Access, Microsoft Visual
Basic and Microsoft Visual C++

44



Part 11

Implementation

45



Chapter 10

Open Source Building Blocks

10.1 Samba

Samba provides Windows networking services, on a Unix-like platform.
These services range from simple file and printer sharing, to full manage-
ment of a NT-style domain. All of these services are provided in the Samba
package, which is itself distributed under the Free Software Foundation’s[13]
General Public Licence (GPL).[14]

10.1.1 History of Samba

Started by Andrew Tridgell, during his PhD studies [53], Samba quietly
evolved over the past 12 years from a barely functional prototype, used
to communicate between a DOS Pathworks client and a Sun server, into
a solid file and print server for Windows clients, maintained by a team of
over 30 international developers, 12 of which are active at any one time.

Samba 2.0

After years of 1.x and in particular 1.9.x releases, Samba 2.0 brought new
levels of protocol completeness to the Samba project, and initial support for
becoming a domain member.

Samba 2.2

Samba 2.2 brought the first implementation of a Domain Controller to Samba’s
stable series, and provided a solid domain member platform with the in-
troduction of the winbindd daemon in Samba 2.2.3.
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Samba 3.0

With the introduction of Samba 3.0, Samba finally used the Unicode char-
acter representation when talking to network clients, solving many issues
in non-English environments. Samba 3.0 also featured a vastly improved
domain controller, and support for being a client of Active Directory.

10.1.2 Samba as a DC

Samba 2.2[2] and in particular Samba 3.0 grew to include the ability to be an
NT4 compatible domain controller, a functionality that even allows Samba
to ‘take over” an existing Windows network[51]. This has allowed many
sites to remove Windows servers entirely from their networks.

Because Samba 3.0 implements the full requirements of an NT4 DC, it
can be used to host some of the legacy parts of the protocol, not yet found
in Samba4 - in particular, NetBIOS name registration and NETLOGON re-
quests. Patches have been proposed (and some already accepted) to allow
this piece of Samba3 infrastructure to handle these roles, in the Samba4
framework.

10.1.3 Samba as a Active Directory domain member

Samba 3.0 release [45] has the ability to be a member of an Active Directory
domain, and as such has an implementation of a particular form of AD
client. This client uses Kerberos for authentication, and used DCE-RPC
and LDAP to query user and group information from the DCs.

10.1.4 Samba 3.0 Active Directory DC research

As part of a internship project known as Blue Directory, students and super-
visors at IBM’s Linux Technology Center spent a lot of time researching the
problem space around Active Directory, but as described by McDonough
[30], they kept hitting up against limitations in the available technology.
Their research work has been rapidly superseded by the Samba4 effort, but
their input showed what would be possible with the proper infrastructure.

10.2 Heimdal Kerberos

Heimdal [18, 62] is an Open Source implementation of the Kerberos pro-
tocol. Created outside the USA due to export controls on strong encryp-
tion [7, 37], it has been developed independently of the well-known MIT
distribution[38]. The Heimdal source code is well tested, and quite easy to
modify. The presence of the HDB back-end interface (not found in the MIT
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distribution) is what made Heimdal the clear choice for this integration ef-
fort.

Another aspect that makes Heimdal a key building block in this effort
has been the active participation of key Heimdal developers in our branch
of the Heimdal source [23].

10.2.1 HDB Back-end

Within Heimdal, there is an abstraction layer that separates the password
database from the rest of the Kerberos implementation. In the unmodified
code, this allows the administrator to select between an LDAP back-end,
and a simple key-value database. It is this interface that this project will
extend, with a new ‘ldb” back-end to be provided.

10.2.2 Heimdal/Samba Integration

Another feature of current Heimdal snapshots is support for integration

with Samba 3.0. By using Samba 3.0’s password entries in the LDAP database,
Heimdal snapshots can use the sambaNTPassword attribute as an arcfour-nmac-md>5
Kerberos key. This integration work not only opened up valuable com-
munication channels between Samba and Heimdal developers, it provided

hands-on experience in hdb module development.

10.3 clapd

clapd is a simple Connectionless LDAP daemon, written as part of the
IBM research effort[30] and designed to answer the basic requests that a
Windows client makes over connectionless LDAP. At present, it is func-
tional to the extent required for my domain join test, but has failed for oth-
ers. It will need to be rewritten and properly integrated into the Samba4
system.

104 BIND

An Active Directory domain is strongly based on a DNS domain, particu-
larly due to the tight integration between Kerberos and DNS, and the fact
that this allows a move to a hierarchical name space. No modifications
have been required to the BIND software, and only the installation of con-
figuration files is required.

In the future, changes to BIND will be required to support Microsoft’s
dynamic DNS update scheme.
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Samba4 Status

Samba version 4 is an ongoing research project of the Samba Team, and had
made significant headway into this problem space before I even proposed
my thesis topic. It has grown up in a very modular style, and with a much
cleaner code-base than Samba 3.0. The core development on Samba4 has
been by Andrew Tridgell, Stefan Metzmacher and myself, with contribu-
tions from many others from time to time.

While there is far more to Samba4 than these subsystems, the AD emu-
lation work hits on these in particular:

11.1 LDB

LDB is described as a ‘LDAP like Database’. Designed to avoid giving
Samba4 a dependency on OpenLDAP, 1db implements an ‘LDAP like” API
and data format. LDB includes an abstraction layer that allows it to be
backed onto LDAP, or onto a local flat-file database, in the format of a
TDB. Therefore, a Samba4 installation can remain self-contained, without
demanding the notoriously complex task of setting up an external LDAP
server.

LDB is available as a shared library, and is licenced under the LGPL.
This allows other applications to link against our database back end.

11.2 GENSEC

Intended to replicate SSPI [32] on Windows in ubiquitous use, GENSEC
allows all aspects of Samba4 to use the same implementation of our core
authentication protocols. The interface is completely generic, and on start-
ing this thesis it contained support only for NTLMSSP, the development of
which had been brought forward from Samba 3.0. The addition of Kerberos
support to this interface is one of the core objectives in this thesis.
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11.3 PIDL - Midl replacement for Samba

One of the biggest achievements in Samba4’s design and development is
the PIDL[10] IDL compiler. Known as PIDL because it is a Perl compiler
of the Interface Definition Language, this comparatively small collection of
Per]l modules and handling scripts converts the standard IDL file format
into C code for use inside Samba (On the Microsoft platform a program
known as midl[ 36] does the same thing). Attempted, but not completed,
in the past, this contrasts greatly with the approach in Samba3 - that of man-
ual parsing of packets, with little regard to the inbuilt rules of the Network
Data Representation (NDR) format.

11.4 Echo Pipe

In development of a generic DCE-RPC infrastructure, it is often helpful to
have some way to ‘define’ the problem. Many aspects of DCE-RPC are only
exercised in particular circumstances. By defining our own DCE-RPC pipe,
it becomes possible to create overly large request and replies, for example.
Similarly, by working with a protocol that is simple, and with a public def-
inition, we can expose bugs in the layers that handle simple parsing of the
packets.

The particular success of the echo pipe in Samba development is the
Windows client and server. By running the echo server on a Microsoft plat-
form, questions such as "how much data can I pass in a DCE-RPC packet’
can be answered, without first contriving to find a piece of Microsoft soft-
ware that creates large RPC replies. Likewise, the Windows echo client
allows great opportunities for testing authentication technologies.

11.5 Domain Join

At the commencement of this thesis, Tridgell [54] had recently claimed suc-
cess in joining a WinXP machine to the Samba4 domain controller. Natu-
rally, this is a process that must be repeated by others, and I took this on as
one of the first tasks in the thesis. While a packet-by-packet analysis of the
join is not warranted, it is worth noting two particular characteristics:

11.5.1 An Upgraded NT4 Join

In replicating the domain join (with a WinXP client), I found that the do-
main join process would only complete when using the domain’s ‘short” or
NetBIOS name. Use of the long (DNS, and Kerberos realm) name would
result in calls the (unimplemented) LDAP server, and failure. In the short-
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name case, the domain join proceeds using just SAMR calls, much the same
way as that shown in Section 8.3.5.

11.5.2 A more AD-like Logon

Once the domain join has completed, the logon phase is more ‘AD like’.
That is, DNS lookups are performed on the long name, and the CLDAP
reply is expected, likewise the End Point Mapper (EPM), (not found in
NT4) is contacted and newer netlogon calls are made, negotiating secu-
rity mechanisms such as 128-bit session keys.!

IThe challenge of implementing these new extensions to netlogon  is detailed in Section
A2.



Chapter 12

Adding Kerberos

The addition of Kerberos to the Samba4 implementation forms the experi-
mental basis for this thesis. While the domain join has been demonstrated
using the older NTLM technologies (no mean feat in itself), the addition of
Kerberos remains critical to any real claim to implement AD.

12.1 Heimdal Integration

As has already been described, the Heimdal implementation of Kerberos
includes a database abstraction layer, known as hdb. The challenge in this
experiment is to modify Heimdal in such as way that it can use the Samba4
ldb as a password database. To allow easy development, a copy of the
Heimdal development snapshots were imported into the Samba ‘“lorikeet’
subversion repository. This allowed easy modification and version control,
separate from the original Heimdal authors. Care was taken to liaise with
Heimdal’s developers to reassure them of our intentions, and that we did
not intend this to be a long-term fork of the Heimdal code-base.

12.1.1 A new hdb-1db for Heimdal

The obvious first step in the process was to take the hdb-ldap, long estab-
lished Heimdal component, and modify it to call ldb (the Samba4 ‘ldap
like” database API) rather than LDAP. This work was initially performed
by Stefan Metzmacher, and extended by myself, and essentially consists
of a semantic mapping exercise - mapping ldb attributes into the form de-
fined as the Heimdal hdb interface. Because Microsoft extended Kerberos
with the servicePrincipalName concept (a principal may be resolved
by many names), this needed to be carefully addressed in LDB.

This process was iterative, and at each stage of development tests were
performed - starting with a Unix kinit ~ and later by using a WinXP client,
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as part of testing on the entire domain join operation. This showed up
defects, and at each stage a more complete semantic mapping was devised.

12.1.2 Heimdal Structural Changes

A few aspects of the hdb-ldb development created problems, due to the
structure and assumptions in the original Heimdal code. In particular, hdb-
ldb is unique in Heimdal in that it may contain plain-text passwords, not
the hashed encryption keys. Storing the plain-text password is required
when the ‘store password with reversible encryption’ flag is set, and doing
so by default has allowed easier initial development. In this case, we ‘hash’
the passwords on the fly, but we can also store the pre-hashed password
if the plain-text is not available. These requirements required me to per-
form a minor code restructure, which has now been included by Heimdal’s
developers into current snapshots.

12.1.3 No PAC at this stage

While the PAC is now well understood, and sample KDC implementations
that successfully sign the PAC have been contructedMcDonough [30], PAC
support was not implemented: instead the Samba server was modified to
accept Kerberos packets without the PAC. (The client does not process the
PAC in the initial use case, so this complexity was deferred).

12.2 Adding Kerberos to Samba4

By this stage, Samba4 had gained the new GENSEC security subsystem,
and it was from this base that Kerberos client and server support was added.
In particular, Stefan Metzmacher added support for parsing (but not yet
verifying the signatures on) the PAC, and we both worked on the basic
infrastructure required to produce and accept a Kerberos ticket. Despite
being a re-implementation of functionality already working in Samba 3.0,
the new GENSEC system needed work to cope with how Kerberos func-
tions, and the Kerberos code was again hooked into mechanisms such as
SMB signing.

This would allow an attempted domain join (the target of this experi-
ment) to use Kerberos.

12.3 Testing the Experiment - the Kerberos Domain
Join

Now that Kerberos has been added to Samba4, and the Heimdal Kerberos
distribution has been modified to read information from ldb, the changes
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can be assessed.

12.3.1 ’Long name’ domain join

In my testing the of a Kerberos domain join, it quickly becomes clear that
the domain would not use Kerberos for the join if the ‘short’ (NetBIOS)
domain name was specified. While it is no more painful to enter the long
name, the point made in Section 11.5.1 still holds - such a domain join will
contact LDAP and DRSUAPI, and fail. Fortunately LDAP server support
is progressing rapidly, as is the implementation of DRSUAPI (and the asso-
ciated Kerberos security layers), but these were not ready at the technical
completion of work for the thesis.

12.3.2 Kerberos in CIFS

Adding correct Kerberos (and SPNEGO) support into CIFS was the pri-
mary challenge in the Samba4 code-base, and in this area the project was
very much a success. In this case, the keytab was manually exported from
Heimdal, and the WinXP client successfully obtained a ticket, and used that
ticket to log into the Samba4 server. We also know that the session key logic
is correct, because both SMB signing and the password set occur correctly.

12.3.3 Failing at LDAP

The failure in the domain join process occurs as the client attempts to con-
tact the LDAP server, where it wishes to perform the process described in
Section 8.4. As mentioned above, this blocking point should be removed
in near-future development, but this marks the conclusion of the develop-
ment for this thesis.

12.3.4 Trying the short name

After completing the ‘failed” testing with long-name domain joins, compar-
ison tests were run - to confirm the status of the ‘before’ case, which was
expected to easily be triggered by simply using the ‘short” or NetBIOS do-
main name. Indeed, this domain join proceeds with NTLMSSP, but what
is more interesting is what happens after the client reboots, having sucess-
fully joined the domain. It turns out that the client clues in on Kerberos
in the meantime, and proceeds to make a sucessful Kerberos connection to
the Samba4 server, using the machine account! Unfortunately, other issues
with current Samba4 prevent the login from proceeding, but these appear
unrelated to the Kerberos work (it occurs with Kerberos completely dis-
abled), and is rather an unrelated regression.
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12.4 Assessing the Changes

The changes for this particular experiment were not large - they could per-
haps better be described as tedious, with details in the infrastructure being
brought to the surface. However, the change in the domain join procedure
was easily noticed - the client (WinXP) would indeed use Kerberos, and
this would succeed to the stage (described in Section 8.4.1) of contacting
the LDAP server. Naturally, this failed due to the lack of an integrated
LDAP server in the Samba4 suite.

This presented an anticlimax - progress has indeed been made, but if
it is used, the domain join demonstrated previously fails. This does not
however condemn this experiment as a failure - it simply reminds us that
more work needs to be done. The KDC is indeed operable, and Samba4 can use
it for simple CIFS logins.

Since this work was performed an integrated LDAP server has appeared,
and will soon support Kerberos logins itself, and we can again test this pro-
cedure ‘one step further’. It is known from Section 8.4.2 of the trace, that
we will also need Kerberos encrypted DRSUAPI support. Likewise, the
compromised ‘short name’ join looks very promising, sucessfully putting
off the Kerberos until the logon stage.
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Appendix A

Crypto Challenges

In implementing many of the Active Directory protocols, there have been a
number of cryptographic puzzles which we have had to solve. These have
involved determining the encryption routine, or in one case the previously
unknown encryption keys used between Microsoft’s own client and server.

Cryptographic challenges differ greatly from the normal style of net-
work protocol analysis because, until the correct answer is obtained, there
isno indication how ‘close” a particular solution may be. This puts off many
people from the challenge, but also makes the problem that much more
rewarding when the answer finally arrives. The following cryptographic
challenges were solved by Tridgell and other members of the Samba Team
(including myself) over the course of 2004.

A.1 Password Change Mechanisms

It turns out that in the CIFS and associated protocol suites, there are at least
15 different ways to change or set a user’s password. Most of these have
their own particular cryptographic system, to avoid disclosure of the old
or new passwords during the password change.

A.1.1 Encrypt new passwords with old

This classic technique for password changes has been in documented use
since the early 90’s, where the AppleTalk network protocol encrypted the
user’s new password with the old password, when the user wished to
change their password. Importantly, to ensure that the password change
was not tampered with, the old password was also sent, encrypted with
the new password. This is documented in ‘Inside AppleTalk’[48]. This
cross-encryption technique has been duplicated many times in CIFS, with
only changes to what form the passwords take (already ‘hashed’ passwords
or the plain-text), and what cryptographic algorithms are used to secure

57



APPENDIX A. CRYPTO CHALLENGES 58

them. As an example, on only the SAMR pipe, we have 4 different pass-
word change functions:

samr_ChangePasswordUser Encryption of old and new hashed passwords
with DES. Does not give plain-text to the server.

samr_OemChangePasswordUser2 Encryption of new password with old
LM hash, using arcfourMantin [29]. Old LM and hashs en-
crypted with new hashed password.

samr_ChangePasswordUser2 Encryption of new password with old LM
and NT hashs, using arcfourMantin [29]. Old LM and NT hashes
encrypted with new hashed password.

samr_ChangePasswordUser3 Identical encryption, but return detailed in-
formation of reason for password change rejection.

Where plain-text passwords are encrypted in CIFS, they are randomly padded
in a large (512 byte) buffer. This technique is described in Rivest and Sher-
man [43], and referred to as a ‘confounder’. This avoids certain chosen
plain-text attacks on the system, because the full input into the encryption
algorithm is no longer constant. In particular, given the use of arcfour in
the cypher step, this avoids encryption of known constant padding bytes,
which can be problematic in RC4.

A.1.2 Encrypt new passwords with administrator passwords

While encrypting new passwords with their former values is good for user
password changes, remote password setting is also permitted, and this is
generally secured with some derivative of the administrator’s password.
This presented a number of security issues in modern networks, as the
scheme chosen in early versions of NT would allow an attack on the admin-
istrator’s own password!1 Hence, versions of Windows 2000 introduced a
confounder, into the session key (integrated in this case with MD5), to en-
sure that any two password set operations have distinct encryption keys.

A.1.3 Solving the password change puzzles

Like all cryptographic puzzles, the password change puzzle can be re-
stricted by the known inputs and outputs. It is known what the password
is before and after a password change, and we know what the server can
store in its user database (that is, the NT and LM passwords). Given the
small amount of information exchanged in the password change packets,

IWith the fixed User Session Key in NTLM, any two password set operations would
have the same encryption key, until the administrator changed their own password.
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we know . Like we see in the authentication chapters, we know the server
can only use the NT and LM passwords in the password change. There-
fore, the task is reduced to considering what encryption and digest (hash)
functions have been used, and in what order.

The process is tedious, but because Microsoft has a few ‘favorite” en-
cryption functions (clearly easily accessed from a central library), combi-
nations of DES, arcfour and MD5 are a very suitable first guess. Once one
password change or set function is known, may of the others prove to be
simple variations, fixing particular issues (such as adding in the new NT
password, or adding a confounder). We look at a couple of puzzles in de-
tail:

A.2 Netlogon 128

As attempts to solve the Active Directory DC problem continued, Tridgell
led attempts to solve most of the outstanding cryptographic puzzles that
stood in the way. This included a new 128 bit security mode for the netlogon
pipe, and the associated schannel bulk encryption mechanism. This prob-
lem, like most of the previous problems, was already partly solved - Samba
3.0 had support for schannel, and Samba 2.2 has supported the basic secu-
rity mechanisms on netlogon . What was unknown is how the new 128
bit security system worked, with an unmodified packet format.

A.2.1 A ‘simple’ challenge

The 128-bit Netlogon problem was solved with the assistance of a stan-
dalone cryptographic challenge. Simply consisting of a few C files and a
makefile, the challenge provides a malleable unit test, completely distinct
from the complexities in the rest of samba. The programmer attempting the
puzzle needs only to tweak a small file, recompile and run, to test a given
possible solution.

It was with a challenge set by Tridgell that I solved part of the Netlogon-
128 puzzle (much to his pleasant surprise). By expressing the problem so
simply, the hints found in the standards drafts were easily applied, and I
turned an answer around a matter of minutes.

A.2.2 Related standards

In solving this puzzle, my attention was drawn to the fact that netlogon
is disturbingly similar in cryptographic operation to the new Kerberos en-
cryption functions described in Section 6.2. Reading the standards drafts,
it became clear that Tridgell’s attempt was almost, but not quite the same
as one of the cryptographic functions in the draft. This combined with
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the discovery that other parts of the key setup are simply ‘longer” versions
of the traditional 56-bit exchange allowed a full implementation of 128 bit
Netlogon security.

A.3 LSAKEY

When communicating over the network, it is possible for the entire commu-
nication channel to be secured, by negotiation of bulk encryption. However
when the whole channel is not secured, the SAMR and LSA pipe still trans-
mit sensitive data, such as when an administrator sets a user’s password,
or retrieving ‘LSA secrets’. To secure this data a session key is negotiated
between the peers - and in ncacn_np (the most common authentication
modal) this is simply inherited from the session key determined for use at
the CIFS layer.

However, when the CIFS layer does not exist (such as in ncacn_ip_tcp
- the direct transport of DCE-RPC over TCP/IP), a different session key
must be used. Likewise, it was found during testing that if the DCE-RPC
layer performed any authentication, that the inherited session key was no
longer valid.

This presented a challenge - to perform correct testing of all DCE-RPC
transports, we needed to know how to perform these encrypted operations.

A.3.1 An opening:

In attempting to solve this puzzle, it came to our attention that the LSA set
and query secret functions could provide a cryptographic insight into the
problem. This function allows storage of an arbitrary piece of data in the
server. By setting the secret encrypted with one (known) session key, and
retrieving it over ncacn_ip_tcp  (and therefore the unknown key), prop-
erties of the encryption function can be derived by extracting the cipher-
text for a known plain-text.

A.3.2 Controlling the session key

In researching this problem, Inoticed that in NTLMSSP, the KEY_EXCHANGE
option allows the network client to chose the session key. At this stage,

it was unknown what encryption function was in use, but by choosing a
known weak encryption key, such as all-ones (all zeros was not supported),
we could analyise the properties of the cyphertext.

A.3.3 Proof that it’s a fixed key

One of the first breakthroughs in solving the puzzle was the realisation that,
despite changes in session keys, user-names or passwords, the encrypted
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secret would not change. This was most puzzling, because secrets are typ-
ically encrypted with a value shared between the user and server (which
implies that it should change with the user’s password, even if somehow
disconnected from the key exchange mentioned above).

This strongly suggests that the key is some constant value, possibly a
‘dummy’ value that was always intended to be replaced with a real encryp-
tion key (such as happens in ncacn_np without additional authentication).

A.3.4 Key-search

An analysis of the (unchanging) cyphertext indicated that the encryption
function used indicated that is was probably unchanged from the DES vari-
ant used in the ncacn_np case. This indicated the need for a key search,
for the secret key shared between Microsoft implementations.

In considering the possible secret keys, I suggested that the key was
probably not a random value, but more likely an ASCII string used for
initialisation.? On this basis, Tridgell constructed a systematic DES key-
breaking attack, using a parallel DES decryption engine, starting with up-
per and lower case ASCII values, sorted by the frequency in which they
occur in natural words.

Eventually (and this only took a matter of 24 hours of CPU time) the
tixed key was found: "SystemLibraryDTC"

A.3.5 Consequences of a fixed key

The use of fixed keys in cryptography is very much frowned upon - it only
takes one effort such as the one mounted by the Samba Team to break the
security of all the communications ‘secured” with that key. However, in
this case the security issues are mitigated by the requirements for authen-
tication and at a minimum cryptographic signing of the data stream. As
such, the client can be careful not to ask for such secrets across a clear-text
channel, and an attacker cannot spoof the requests of the client, because
that would break the cryptographic signature. The client should instead
use the bulk encryption security of the entire session to secure the trans-
port of these sensitive data items.

20ther Microsoft security functions use ASCII strings as dummy values, such as SMB
signing, where the signature is set to "BSRSPYL " as an initial value.
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Glossary

DES Data Encryption Standard, a US Government encryption stan-
dard.

NT Domains Windows NT domains share the information about users,
groups and passwords between machines in the domain. The
protocols are limited in what information can be stored, and is
not extensible. Windows 2000 and Samba both provide “NT
Domain” views onto their more complex directory back-ends.

LDAP An Internet standard directory services interface. While LDAP
is a protocol specification, the protocol implies the X.500 infor-
mation model.

LM hash The user’s case insensitive, ASCII password, processed with
DES, as described in Section 5.1.1 (comparatively weak).

NT hash The user’s case sensitive, Unicode password, processed with
MD4. Used for NTLM and Kerberos authentication.

NTLM A challenge-response authentication protocol, based on shared
secrets (passwords).

NTLM2  The description applied to an NTLMSSP negotiated option, that
improves the NTLM security system.

NLTMSSP NTLMSSP is a generic wrapping of the NTLM authentication
protocol, encompassing negotiated options and an encryption
engine.

NTLMv2 A modified version of NTLM, with a true 128 bit challenge /response
step.

Session Key The encryption key used for a particular session. This key
should change between sessions.

62
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Shared Secret A value, usually a password, shared between two systems
but otherwise private.
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