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Introduction

This part contains general info on how to install samba and how to configure the parts of samba you will mo
likely need. PLEASE read this.
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Chapter 1. Introduction to Samba

"If you understand what you're doing, you're not learning anything." —— Anonymous

Samba is a file and print server for Windows-based clients using TCP/IP as the underlying transport protoc
In fact, it can support any SMB/CIFS—enabled client. One of Samba's big strengths is that you can use it to
blend your mix of Windows and Linux machines together without requiring a separate Windows
NT/2000/2003 Server. Samba is actively being developed by a global team of about 30 active programmers
and was originally developed by Andrew Tridgell.

1.1. Background

Once long ago, there was a buzzword referred to as DCE/RPC. This stood for Distributed Computing
Environment/Remote Procedure Calls and conceptually was a good idea. It was originally developed by
Apollo/HP as NCA 1.0 (Network Computing Architecture) and only ran over UDP. When there was a need tc
run it over TCP so that it would be compatible with DECnet 3.0, it was redesigned, submitted to The Open
Group, and officially became known as DCE/RPC. Microsoft came along and decided, rather than pay $20
per seat to license this technology, to reimplement DCE/RPC themselves as MSRPC. From this, the concey
continued in the form of SMB (Server Message Block, or the "what") using the NetBIOS (Network Basic
Input/Output System, or the "how") compatibility layer. You can run SMB (i.e., transport) over several
different protocols; many different implementations arose as a result, including NBIPX (NetBIOS over IPX,
NwLnkNb, or NWNBLInk) and NBT (NetBIOS over TCP/IP, or NetBT). As the years passed, NBT became
the most common form of implementation until the advance of "Direct-Hosted TCP" —— the Microsoft
marketing term for eliminating NetBIOS entirely and running SMB by itself across TCP port 445 only. As of
yet, direct—hosted TCP has yet to catch on.

Perhaps the best summary of the origins of SMB are voiced in the 1997 article titled, CIFS: Common
Insecurities Fail Scrutiny:

Several megabytes of NT—security archives, random whitepapers, RFCs, the CIFS spec, the Samba stuff, a
few MS knowledge-base articles, strings extracted from binaries, and packet dumps have been dutifully
waded through during the information—gathering stages of this project, and there are *still* many missing
pieces... While often tedious, at least the way has been generously littered with occurrences of clapping har
to forehead and muttering 'crikey, what are they thinking?

1.2. Terminology

* SMB: Acronym for "Server Message Block". This is Microsoft's file and printer sharing protocol.

* CIFS: Acronym for "Common Internet File System". Around 1996, Microsoft apparently decided that
SMB needed the word "Internet” in it, so they changed it to CIFS.

« Direct-Hosted: A method of providing file/printer sharing services over port 445/tcp only using DNS
for name resolution instead of WINS.

* IPC: Acronym for "Inter-Process Communication”. A method to communicate specific information
between programs.

» Marshalling: — A method of serializing (i.e., sequential ordering of) variable data suitable for
transmission via a network connection or storing in a file. The source data can be re—created using ¢
similar process called unmarshalling.

* NetBIOS: Acronym for "Network Basic Input/Output System". This is not a protocaol; it is a method
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of communication across an existing protocol. This is a standard which was originally developed for
IBM by Sytek in 1983. To exaggerate the analogy a bit, it can help to think of this in comparison your
computer's BIOS —- it controls the essential functions of your input/output hardware —— whereas
NetBIOS controls the essential functions of your input/output traffic via the network. Again, this is a
bit of an exaggeration but it should help that paradigm shift. What is important to realize is that
NetBIOS is a transport standard, not a protocol. Unfortunately, even technically brilliant people tend
to interchange NetBIOS with terms like NetBEUI without a second thought; this will cause no end
(and no doubt) of confusion.

* NetBEUI: Acronym for the "NetBIOS Extended User Interface”. Unlike NetBIOS, NetBEUI is a
protocol, not a standard. It is also not routable, so traffic on one side of a router will be unable to
communicate with the other side. Understanding NetBEUI is not essential to deciphering SMB;
however it helps to point out that it is not the same as NetBIOS and to improve your score in trivia at
parties. NetBEUI was originally referred to by Microsoft as "NBF", or "The Windows NT NetBEUI
Frame protocol driver". It is not often heard from these days.

* NBT: Acronym for "NetBIOS over TCP"; also known as "NetBT". Allows the continued use of
NetBIOS traffic proxied over TCP/IP. As a result, NetBIOS names are made to IP addresses and
NetBIOS name types are conceptually equivalent to TCP/IP ports. This is how file and printer sharin
are accomplished in Windows 95/98/ME. They traditionally rely on three ports: NetBIOS Name
Service (hbname) via UDP port 137, NetBIOS Datagram Service (nbdatagram) via UDP port 138, an
NetBIOS Session Service (nbsession) via TCP port 139. All name resolution is done via WINS,
NetBIOS broadcasts, and DNS. NetBIOS over TCP is documented in RFC 1001 (Concepts and
methods) and RFC 1002 (Detailed specifications).

* W2K: Acronym for Windows 2000 Professional or Server

* W3K: Acronym for Windows 2003 Server

If you plan on getting help, make sure to subscribe to the Samba Mailing List (available at
http://lwww.samba.org). Optionally, you could just search mailing.unix.samba at http://groups.google.com

1.3. Related Projects

Currently, there are two projects that are directly related to Samba: SMBFS and CIFS network client file
systems for Linux, both available in the Linux kernel itself.

* SMBFS (Server Message Block File System) allows you to mount SMB shares (the protocol that
Microsoft Windows and OS/2 Lan Manager use to share files and printers over local networks) and
access them just like any other Unix directory. This is useful if you just want to mount such
filesystems without being a SMBFS server.

e CIFS (Common Internet File System) is the successor to SMB, and is actively being worked on in the
upcoming version of the Linux kernel. The intent of this module is to provide advanced network file
system functionality including support for dfs (heirarchical name space), secure per—user session
establishment, safe distributed caching (oplock), optional packet signing, Unicode and other
internationalization improvements, and optional Winbind (nsswitch) integration.

Again, it's important to note that these are implementations for client filesystems, and have nothing to do wit
acting as a file and print server for SMB/CIFS clients.
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1.4. SMB Methodology

Traditionally, SMB uses UDP port 137 (NetBIOS name service, or netbios—ns), UDP port 138 (NetBIOS
datagram service, or netbios—dgm), and TCP port 139 (NetBIOS session service, or netbios—ssn). Anyone
looking at their network with a good packet sniffer will be amazed at the amount of traffic generated by just
opening up a single file. In general, SMB sessions are established in the following order:

« "TCP Connection" — establish 3—way handshake (connection) to port 139/tcp or 445/tcp.

* "NetBIOS Session Request" — using the following "Calling Names": The local machine's NetBIOS
name plus the 16th character 0x00; The server's NetBIOS name plus the 16th character 0x20

« "SMB Negotiate Protocol" — determine the protocol dialect to use, which will be one of the following:
PC Network Program 1.0 (Core) - share level security mode only; Microsoft Networks 1.03 (Core
Plus) - share level security mode only; Lanmanl1.0 (LAN Manager 1.0) — uses Challenge/Response
Authentication; Lanman2.1 (LAN Manager 2.1) — uses Challenge/Response Authentication; NT LM
0.12 (NT LM 0.12) - uses Challenge/Response Authentication

« SMB Session Startup. Passwords are encrypted (or not) according to one of the following methods:
Null (no encryption); Cleartext (no encryption); LM and NTLM; NTLM; NTLMv2

* SMB Tree Connect: Connect to a share hame (e.g., \\servername\share); Connect to a service type
(e.g., IPC$ named pipe)

A good way to examine this process in depth is to try out SecurityFriday's SWB program at
http://lwww.securityfriday.com/ToolDownload/SWB/swb_doc.html. It allows you to walk through the
establishment of a SMB/CIFS session step by step.

1.5. Additional Resources

e CIFS: Common Insecurities Fail Scrutiny by "Hobbit", http://hr.uoregon.edu/davidrl/cifs.txt

« Doing the Samba on Windows by Financial Review,
http://afr.com/it/2002/10/01/FFXDF43AP6D.html

« Implementing CIFS by Christopher R. Hertel, http://ubigx.org/cifs/

« Just What Is SMB? by Richard Sharpe, http://samba.anu.edu.au/cifs/docs/what-is—smb.html

* Opening Windows Everywhere by Mike Warfield,
http://www.linux—mag.com/1999-05/samba_01.html

* SMB HOWTO by David Wood, http://www.tldp.org/HOWTO/SMB-HOWTO.htm|

« SMB/CIFS by The Root by "ledin”, http://www.phrack.org/phrack/60/p60—-0x0b.txt

« The Story of Samba by Christopher R. Hertel, http://www.linux—-mag.com/1999-09/samba_01.html

« The Unofficial Samba HOWTO by David Lechnyr, http://hr.uoregon.edu/davidrl/samba/

« Understanding the Network Neighborhood by Christopher R. Hertel,
http://www.linux—mag.com/2001-05/smb_01.html

« Using Samba as a PDC by Andrew Bartlett, http://www.linux—-mag.com/2002-02/samba_01.html

1.6. Epilogue

"What's fundamentally wrong is that nobody ever had any taste when they did it. Microsoft has been very
much into making the user interface look good, but internally it's just a complete mess. And even people whi
program for Microsoft and who have had years of experience, just don't know how it works internally. Worse
nobody dares change it. Nobody dares to fix bugs because it's such a mess that fixing one bug might just
break a hundred programs that depend on that bug. And Microsoft isn't interested in anyone fixing bugs ——
they're interested in making money. They don't have anybody who takes pride in Windows 95 as an operati
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system.

People inside Microsoft know it's a bad operating system and they still continue obviously working on it
because they want to get the next version out because they want to have all these new features to sell more
copies of the system.

The problem with that is that over time, when you have this kind of approach, and because nobody
understands it, because nobody REALLY fixes bugs (other than when they're really obvious), the end result
really messy. You can't trust it because under certain circumstances it just spontaneously reboots or just hal
in the middle of something that shouldn't be strange. Normally it works fine and then once in a blue moon fo
some completely unknown reason, it's dead, and nobody knows why. Not Microsoft, not the experienced us
and certainly not the completely clueless user who probably sits there shivering thinking "What did | do
wrong?" when they didn't do anything wrong at all.

That's what's really irritating to me."

—— Linus Torvalds, from an interview with BOOT Magazine, Sept 1998
(http://hr.uoregon.edu/davidrl/boot.txt)

1.7. Miscellaneous

This chapter was lovingly handcrafted on a Dell Latitude C400 laptop running Slackware Linux 9.0, in case
anyone asks.

This chapter is Copyright © 2003 David Lechnyr (david at lechnyr dot com). Permission is granted to copy,
distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.
or any later version published by the Free Software Foundation. A copy of the license is available at
http://www.gnu.org/licenses/fdl.txt.
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Chapter 2. How to Install and Test SAMBA

2.1. Obtaining and installing samba

Binary packages of samba are included in almost any Linux or Unix distribution. There are also some
packages available_at the samba homepage.

If you need to compile samba from source, check the appropriate appendix chapter.

2.2. Configuring samba

Samba's configuration is stored in the smb.conf file, that usually resides in /etc/samba/smb.conf or
/usr/local/samba/lib/smb.conf. You can either edit this file yourself or do it using one of the
many graphical tools that are available, such as the web-based interface swat, that is included with samba.

2.2.1. Editing the smb.conf file

There are sample configuration files in the examples subdirectory in the distribution. | suggest you read ther
carefully so you can see how the options go together in practice. See the man page for all the options.

The simplest useful configuration file would be something like this:

[global]
workgroup = MYGROUP

[homes]
guest ok = no
read only = no

which would allow connections by anyone with an account on the server, using either their login name or
"homes" as the service name. (Note that | also set the workgroup that Samba is part of. See BROWSING.tx
for details)

Make sure you put the smb.conf file in the same place you specified in theMakefile (the default is to
look for it in /usr/local/samba/lib/).

For more information about security settings for the [homes] share please refer to the chapter Securing
Samba.

2.2.1.1. Test your config file with testparm

It's important that you test the validity of your smb.conf file using the testparm program. If testparm runs
OK then it will list the loaded services. If not it will give an error message.

Make sure it runs OK and that the services look reasonable before proceeding.

Always run testparm again when you change smb.conf!
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2.2.2. SWAT

SWAT is a web—-based interface that helps you configure samba. SWAT might not be available in the samb:
package on your platform, but in a seperate package. Please read the swat manpage on compiling, installin
and configuring swat from source.

To launch SWAT just run your favorite web browser and point it at "http://localhost:901/". Replace localhost
with the name of the computer you are running samba on if you are running samba on a different computer
then your browser.

Note that you can attach to SWAT from any IP connected machine but connecting from a remote machine
leaves your connection open to password sniffing as passwords will be sent in the clear over the wire.

2.3. Try listing the shares available on your server

$ smbclient -L yourhostname

You should get back a list of shares available on your server. If you don't then something is incorrectly setuy
Note that this method can also be used to see what shares are available on other LanManager clients (such
WIWg).

If you choose user level security then you may find that Samba requests a password before it will list the
shares. See the smbclient man page for details. (you can force it to list the shares without a password by
adding the option —U% to the command line. This will not work with non—Samba servers)

2.4. Try connecting with the unix client

$ smbclient //yourhostname/aservice

Typically the yourhostname would be the name of the host where you installed smbd. The aservice is any
service you have defined in the smb.conf file. Try your user name if you just have a [homes] section in
smb.conf.

For example if your unix host is bambi and your login name is fred you would type:

$ smbclient //bambi/fred

2.5. Try connecting from a DOS, WfWg, Win9x, WIinNT,
Win2k, OS/2, etc... client

Try mounting disks. eg:
C:\WINDOWS\> net use d: \\servername\service
Try printing. eg:

C:\WINDOWS\> net use Iptl: \\servername\spoolservice
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C:\WINDOWS\> print filename

2.6. What If Things Don't Work?

Then you might read the file chapter Diagnosis and the FAQ. If you are still stuck then try to follow the
Analysing and Solving Problems chapter Samba has been successfully installed at thousands of sites
worldwide, so maybe someone else has hit your problem and has overcome it.

2.6.1. Scope IDs

By default Samba uses a blank scope ID. This means all your windows boxes must also have a blank scope
ID. If you really want to use a nhon—blank scope ID then you will need to use the 'netbios scope' smb.conf
option. All your PCs will need to have the same setting for this to work. | do not recommend scope IDs.

2.6.2. Locking

One area which sometimes causes trouble is locking.

There are two types of locking which need to be performed by a SMB server. The first is "record locking"
which allows a client to lock a range of bytes in a open file. The second is the "deny modes" that are specifie
when a file is open.

Record locking semantics under Unix is very different from record locking under Windows. Versions of
Samba before 2.2 have tried to use the native fcntl() unix system call to implement proper record locking
between different Samba clients. This can not be fully correct due to several reasons. The simplest is the fa
that a Windows client is allowed to lock a byte range up to 2"32 or 2764, depending on the client OS. The
unix locking only supports byte ranges up to 2*31. So it is not possible to correctly satisfy a lock request
above 2731. There are many more differences, too many to be listed here.

Samba 2.2 and above implements record locking completely independent of the underlying unix system. If
byte range lock that the client requests happens to fall into the range 0-2731, Samba hands this request do
to the Unix system. All other locks can not be seen by unix anyway.

Strictly a SMB server should check for locks before every read and write call on a file. Unfortunately with the
way fcntl() works this can be slow and may overstress the rpc.lockd. It is also almost always unnecessary a:
clients are supposed to independently make locking calls before reads and writes anyway if locking is
important to them. By default Samba only makes locking calls when explicitly asked to by a client, but if you
set "strict locking = yes" then it will make lock checking calls on every read and write.

You can also disable by range locking completely using "locking = no". This is useful for those shares that
don't support locking or don't need it (such as cdroms). In this case Samba fakes the return codes of locking
calls to tell clients that everything is OK.

The second class of locking is the "deny modes". These are set by an application when it opens a file to
determine what types of access should be allowed simultaneously with its open. A client may ask for
DENY_NONE, DENY_READ, DENY_WRITE or DENY_ALL. There are also special compatibility modes
called DENY_FCB and DENY_DOS.
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Chapter 3. Quick Cross Subnet Browsing / Cross
Workgroup Browsing guide

This document should be read in conjunction with Browsing and may be taken as the fast track guide to
implementing browsing across subnets and / or across workgroups (or domains). WINS is the best tool for
resolution of NetBIOS names to IP addesses. WINS is NOT involved in browse list handling except by way
of name to address mapping.

) MS Windows 2000 and later can be configured to operate with NO NetBIOS over TCP/IP. Samba-3 an
later also supports this mode of operation.

3.1. Discussion

Firstly, all MS Windows networking is based on SMB (Server Message Block) based messaging. SMB
messaging may be implemented using NetBIOS or without NetBIOS. Samba implements NetBIOS by
encapsulating it over TCP/IP. MS Windows products can do likewise. NetBIOS based networking uses
broadcast messaging to affect browse list management. When running NetBIOS over TCP/IP this uses UDF
based messaging. UDP messages can be broadcast or unicast.

Normally, only unicast UDP messaging can be forwarded by routers. The remote announce parameter to
smb.conf helps to project browse announcements to remote network segments via unicast UDP. Similarly, t
remote browse sync parameter of smb.conf implements browse list collation using unicast UDP.

Secondly, in those networks where Samba is the only SMB server technology wherever possible nmbd shol
be configured on one (1) machine as the WINS server. This makes it easy to manage the browsing
environment. If each network segment is configured with it's own Samba WINS server, then the only way to
get cross segment browsing to work is by using the remote announce and the remote browse sync
parameters to your smb.conf file.

If only one WINS server is used for an entire multi—segment network then the use of the remote announce
and the remote browse sync parameters should NOT be necessary.

As of Samba 3 WINS replication is being worked on. The bulk of the code has been committed, but it still
needs maturation.

Right now samba WINS does not support MS—-WINS replication. This means that when setting up Samba a:
WINS server there must only be one nmbd configured as a WINS server on the network. Some sites have u
multiple Samba WINS servers for redundancy (one server per subnet) and then used remote browse sync a
remote announce to affect browse list collation across all segments. Note that this means clients will only
resolve local names, and must be configured to use DNS to resolve hames on other subnets in order to resc
the IP addresses of the servers they can see on other subnets. This setup is not recommended, but is ment
as a practical consideration (ie: an 'if all else fails' scenario).

Lastly, take note that browse lists are a collection of unreliable broadcast messages that are repeated at
intervals of not more than 15 minutes. This means that it will take time to establish a browse list and it can
take up to 45 minutes to stabilise, particularly across network segments.
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3.2. How browsing functions and how to deploy stable and
dependable browsing using Samba

As stated above, MS Windows machines register their NetBIOS names (i.e.: the machine name for each
service type in operation) on start up. Also, as stated above, the exact method by which this name registrati
takes place is determined by whether or not the MS Windows client/server has been given a WINS server
address, whether or not LMHOSTS lookup is enabled, or if DNS for NetBIOS name resolution is enabled, et

In the case where there is no WINS server all name registrations as well as name lookups are done by UDF
broadcast. This isolates name resolution to the local subnet, unless LMHOSTS is used to list all names and
addresses. In such situations Samba provides a means by which the samba server name may be forcibly
injected into the browse list of a remote MS Windows network (using the remote announce parameter).

Where a WINS server is used, the MS Windows client will use UDP unicast to register with the WINS servel
Such packets can be routed and thus WINS allows name resolution to function across routed networks.

During the startup process an election will take place to create a local master browser if one does not alreac
exist. On each NetBIOS network one machine will be elected to function as the domain master browser. Thi
domain browsing has nothing to do with MS security domain control. Instead, the domain master browser
serves the role of contacting each local master browser (found by asking WINS or from LMHOSTS) and
exchanging browse list contents. This way every master browser will eventually obtain a complete list of all
machines that are on the network. Every 11-15 minutes an election is held to determine which machine will
be the master browser. By the nature of the election criteria used, the machine with the highest uptime, or tf
most senior protocol version, or other criteria, will win the election as domain master browser.

Clients wishing to browse the network make use of this list, but also depend on the availability of correct
name resolution to the respective IP address/addresses.

Any configuration that breaks name resolution and/or browsing intrinsics will annoy users because they will
have to put up with protracted inability to use the network services.

Samba supports a feature that allows forced synchonisation of browse lists across routed networks using th
remote browse sync parameter in the smb.conf file. This causes Samba to contact the local master browser
on a remote network and to request browse list synchronisation. This effectively bridges two networks that a
separated by routers. The two remote networks may use either broadcast based name resolution or WINS
based name resolution, but it should be noted that the remote browse sync parameter provides browse list
synchronisation — and that is distinct from name to address resolution, in other words, for cross subnet
browsing to function correctly it is essential that a name to address resolution mechanism be provided. This
mechanism could be via DNS, /etc/hosts, and so on.

3.3. Use of the Remote Announce parameter

The remote announce parameter of smb.conf can be used to forcibly ensure that all the NetBIOS names on
a network get announced to a remote network. The syntax of the remote announce parameter is:

remote announce =a.b.c.d [e.f.g.h] ...
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remote announce =a.b.c.d/WORKGROUP [e.f.g.h/WORKGROUP] ...
where:

a.b.c.d and e.f.g.h
is either the LMB (Local Master Browser) IP address or the broadcst address of the remote network.
ie: the LMB is at 192.168.1.10, or the address could be given as 192.168.1.255 where the netmask i
assumed to be 24 bits (255.255.255.0). When the remote announcement is made to the broadcast
address of the remote network every host will receive our announcements. This is noisy and therefol
undesirable but may be necessary if we do NOT know the IP address of the remote LMB.
WORKGROUP
is optional and can be either our own workgroup or that of the remote network. If you use the
workgroup name of the remote network then our NetBIOS machine names will end up looking like
they belong to that workgroup, this may cause name resolution problems and should be avoided.

3.4. Use of the Remote Browse Sync parameter

The remote browse sync parameter of smb.conf is used to announce to another LMB that it must
synchronise it's NetBIOS name list with our Samba LMB. It works ONLY if the Samba server that has this
option is simultaneously the LMB on it's network segment.

The syntax of the remote browse sync parameter is:
remote browse sync = a.b.c.d

where a.b.c.d is either the IP address of the remote LMB or else is the network broadcast address of the
remote segment.

3.5. Use of WINS

Use of WINS (either Samba WINS _or_ MS Windows NT Server WINS) is highly recommended. Every
NetBIOS machine registers it's name together with a name_type value for each of of several types of servic
has available. eg: It registers it's name directly as a unique (the type 0x03) name. It also registers it's name |
is running the lanmanager compatible server service (used to make shares and printers available to other
users) by registering the server (the type 0x20) name.

All NetBIOS names are up to 15 characters in length. The name_type variable is added to the end of the na
- thus creating a 16 character name. Any name that is shorter than 15 characters is padded with spaces to
15th character. ie: All NetBIOS names are 16 characters long (including the name_type information).

WINS can store these 16 character names as they get registered. A client that wants to log onto the networl
can ask the WINS server for a list of all names that have registered the NetLogon service name_type. This
saves broadcast traffic and greatly expedites logon processing. Since broadcast name resolution can not be
used across network segments this type of information can only be provided via WINS _or_ via statically
configured Imhosts files that must reside on all clients in the absence of WINS.

WINS also serves the purpose of forcing browse list synchronisation by all LMB's. LMB's must synchronise
their browse list with the DMB (domain master browser) and WINS helps the LMB to identify it's DMB. By
definition this will work only within a single workgroup. Note that the domain master browser has NOTHING
to do with what is referred to as an MS Windows NT Domain. The later is a reference to a security
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environment while the DMB refers to the master controller for browse list information only.

Use of WINS will work correctly only if EVERY client TCP/IP protocol stack has been configured to use the
WINS server/s. Any client that has not been configured to use the WINS server will continue to use only
broadcast based name registration so that WINS may NEVER get to know about it. In any case, machines t
have not registered with a WINS server will fail name to address lookup attempts by other clients and will
therefore cause workstation access errors.

To configure Samba as a WINS server just add wins support = yes to the smb.conf file [globals] section.

To configure Samba to register with a WINS server just add "wins server = a.b.c.d" to your smb.conf file
[globals] section.

1 1 Never use both wins support = yes together with wins server = a.b.c.d particularly not using it's
own IP address. Specifying both will cause nmbd to refuse to start!

3.5.1. WINS Replication

Samba—3 permits WINS replication through the use of the wrepld utility. This tool is not currently capable
of being used as it is still in active development. As soon as this tool becomes moderately functional we will
prepare man pages and enhance this section of the documentation to provide usage and technical details.

3.5.2. Static WINS Entries

New to Samba-3 is a tool called winsedit that may be used to add static WINS entries to the WINS
database. This tool can be used also to modify entries existing in the WINS database.

The development of the winsedit tool was made necessary due to the migration of the older style wins.dat fi
into a new tdb binary backend data store.

3.6. Do NOT use more than one (1) protocol on MS Windows
machines

A very common cause of browsing problems results from installing more than one protocol on an MS
Windows machine.

Every NetBIOS machine takes part in a process of electing the LMB (and DMB) every 15 minutes. A set of
election criteria is used to determine the order of precidence for winning this election process. A machine
running Samba or Windows NT will be biased so that the most suitable machine will predictably win and thu
retain it's role.

The election process is "fought out” so to speak over every NetBIOS network interface. In the case of a
Windows 9x machine that has both TCP/IP and IPX installed and has NetBIOS enabled over both protocols
the election will be decided over both protocols. As often happens, if the Windows 9x machine is the only or
with both protocols then the LMB may be won on the NetBIOS interface over the IPX protocol. Samba will
then lose the LMB role as Windows 9x will insist it knows who the LMB is. Samba will then cease to
function as an LMB and thus browse list operation on all TCP/IP only machines will fail.
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Windows 95, 98, 98se, Me are referred to generically as Windows 9x. The Windows NT4, 2000, XP and 20(
use common protocols. These are roughly referred to as the WIinNT family, but it should be recognised that
2000 and XP/2003 introduce new protocol extensions that cause them to behave differently from MS Windo
NT4. Generally, where a server does NOT support the newer or extended protocol, these will fall back to the
NT4 protocols.

The safest rule of all to follow it this — USE ONLY ONE PROTOCOL!

3.7. Name Resolution Order

Resolution of NetBIOS names to IP addresses can take place using a number of methods. The only ones th
can provide NetBIOS name_type information are:

WINS: the best tool!
LMHOSTS: is static and hard to maintain.
Broadcast: uses UDP and can not resolve names across remote segments.

Alternative means of name resolution includes:

/etc/hosts: is static, hard to maintain, and lacks name_type info
DNS: is a good choice but lacks essential name_type info.

Many sites want to restrict DNS lookups and want to avoid broadcast name resolution traffic. The "name
resolve order" parameter is of great help here. The syntax of the "name resolve order" parameter is:

name resolve order = wins Imhosts bcast host
name resolve order = wins Imhosts (eliminates bcast and host)
The default is:

name resolve order = host Imhost wins bcast

. where "host" refers the the native methods used by the Unix system to implement the gethostbyname()
function call. This is normally controlled by /etc/host.conf, /etc/nsswitch.conf and
/etc/resolv.conf.
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Chapter 4. User information database

4.1. Introduction

Old windows clients send plain text passwords over the wire. Samba can check these passwords by cryptin
them and comparing them to the hash stored in the unix user database.

Newer windows clients send encrypted passwords (so—called Lanman and NT hashes) over the wire, instec
of plain text passwords. The newest clients will only send encrypted passwords and refuse to send plain tex
passwords, unless their registry is tweaked.

These passwords can't be converted to unix style encrypted passwords. Because of that you can't use the
standard unix user database, and you have to store the Lanman and NT hashes somewhere else.

Next to a differently encrypted passwords, windows also stores certain data for each user that is not stored |
unix user database, e.g. workstations the user may logon from, the location where his/her profile is stored, €
Samba retrieves and stores this information using a "passdb backend". Commonly available backends are
LDAP, plain text file, MySQL and nisplus. For more information, see the documentation about the passdb
backend = parameter.

4.2. Important Notes About Security

The unix and SMB password encryption techniques seem similar on the surface. This similarity is, however,
only skin deep. The unix scheme typically sends clear text passwords over the network when logging in. Thi
is bad. The SMB encryption scheme never sends the cleartext password over the network but it does store
16 byte hashed values on disk. This is also bad. Why? Because the 16 byte hashed values are a "passworc
equivalent". You cannot derive the user's password from them, but they could potentially be used in a
modified client to gain access to a server. This would require considerable technical knowledge on behalf of
the attacker but is perfectly possible. You should thus treat the data stored in whatever passdb backend yoL
use (smbpasswd file, [dap, mysql) as though it contained the cleartext passwords of all your users. Its conte
must be kept secret, and the file should be protected accordingly.

Ideally we would like a password scheme which neither requires plain text passwords on the net or on disk.
Unfortunately this is not available as Samba is stuck with being compatible with other SMB systems (WIinNT
WifWg, Win95 etc).

. Note that Windows NT 4.0 Service pack 3 changed the default for permissible authentication so that
plaintext passwords are never sent over the wire. The solution to this is either to switch to encrypted
passwords with Samba or edit the Windows NT registry to re—enable plaintext passwords. See the
document WinNT.txt for details on how to do this.

Other Microsoft operating systems which also exhibit this behavior includes

These versions of MS Windows do not support full domain security protocols, although they may log
onto a domain environment. Of these Only MS Windows XP Home does NOT support domain logons.

MS DOS Network client 3.0 with the basic network redirector installed
Windows 95 with the network redirector update installed
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Windows 98 [se]
Windows Me
Windows XP Home

The following versions of MS Windows fully support domain security protocols.

Windows NT 3.5x

Windows NT 4.0

Windows 2000 Professional

Windows 200x Server/Advanced Server
Windows XP Professional

<) All current release of Microsoft SMB/CIFS clients support authentication via the SMB
Challenge/Response mechanism described here. Enabling clear text authentication does not
disable the ability of the client to participate in encrypted authentication.

MS Windows clients will cache the encrypted password alone. Even when plain text passwords are
re—enabled, through the appropriate registry change, the plain text password is NEVER cached. This mean:
that in the event that a network connections should become disconnected (broken) only the cached (encryp
password will be sent to the resource server to affect a auto—-reconnect. If the resource server does not sup
encrypted passwords the auto—reconnect will fail. USE OF ENCRYPTED PASSWORDS IS STRONGLY
ADVISED.

4.2.1. Advantages of SMB Encryption

Plain text passwords are not passed across the network. Someone using a network sniffer cannot just recor
passwords going to the SMB server.

WInNT doesn't like talking to a server that SM not support encrypted passwords. It will refuse to browse the
server if the server is also in user level security mode. It will insist on prompting the user for the password o
each connection, which is very annoying. The only things you can do to stop this is to use SMB encryption.

Encrypted password support allows automatic share (resource) reconnects.

4.2.2. Advantages of non—encrypted passwords

Plain text passwords are not kept on disk, and are NOT cached in memory.
Uses same password file as other unix services such as login and ftp

Use of other services (such as telnet and ftp) which send plain text passwords over the net, so sending ther
for SMB isn't such a big deal.

4.3. The smbpasswd Command

The smbpasswd utility is a utility similar to the passwd or yppasswd programs. It maintains the two 32 byte
password fields in the passdb backend.

smbpasswd works in a client-server mode where it contacts the local smbd to change the user's password
its behalf. This has enormous benefits — as follows.
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smbpasswd has the capability to change passwords on Windows NT servers (this only works when the
request is sent to the NT Primary Domain Controller if you are changing an NT Domain user's password).

To run smbpasswd as a normal user just type :
$ smbpasswd

Old SMB password:  <type old value here - or hit return if there was no old
password>

New SMB Password: <type new value>
Repeat New SMB Password: <re—type new value

If the old value does not match the current value stored for that user, or the two new values do not match ec
other, then the password will not be changed.

If invoked by an ordinary user it will only allow the user to change his or her own Samba password.
If run by the root user smbpasswd may take an optional argument, specifying the user name whose SMB
password you wish to change. Note that when run as root smbpasswd does not prompt for or check the old

password value, thus allowing root to set passwords for users who have forgotten their passwords.

smbpasswd is designed to work in the same way and be familiar to UNIX users who use the passwd or
yppasswd commands.

For more details on using smbpasswd refer to the man page which will always be the definitive reference.

4.4. Plain text

Older versions of samba retrieved user information from the unix user database and eventually some other
fields from the file /etc/samba/smbpasswd or /etc/smbpasswd. When password encryption is
disabled, no data is stored at all.

4.5. TDB

Samba can also store the user data in a "TDB" (Trivial Database). Using this backend doesn't require any
additional configuration. This backend is recommended for new installations who don't require LDAP.

4.6. LDAP

4.6.1. Introduction

This document describes how to use an LDAP directory for storing Samba user account information
traditionally stored in the smbpasswd(5) file. It is assumed that the reader already has a basic understandin
LDAP concepts and has a working directory server already installed. For more information on LDAP
architectures and Directories, please refer to the following sites.
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* OpenLDAP — http://www.openldap.org/
« iPlanet Directory Server_— http://iplanet.netscape.com/directory

Note that O'Reilly Publishing is working on a guide to LDAP for System Administrators which has a planned
release date of early summer, 2002.

Two additional Samba resources which may prove to be helpful are
* The Samba-PDC-LDAP-HOWTO maintained by Ignacio Coupeau.

» The NT migration scripts from IDEALX that are geared to manage users and group in such a
Samba-LDAP Domain Controller configuration.

4.6.2. Introduction

Traditionally, when configuring "encrypt passwords = yes" in Samba's smb.conf file, user account
information such as username, LM/NT password hashes, password change times, and account flags have &
stored in the smbpasswd(5) file. There are several disadvantages to this approach for sites with very large
numbers of users (counted in the thousands).

« The first is that all lookups must be performed sequentially. Given that there are approximately two
lookups per domain logon (one for a normal session connection such as when mapping a network
drive or printer), this is a performance bottleneck for lareg sites. What is needed is an indexed
approach such as is used in databases.

» The second problem is that administrators who desired to replicate a smbpasswd file to more than ol
Samba server were left to use external tools such as rsync(1) and ssh(1) and wrote custom, in—hous
scripts.

« And finally, the amount of information which is stored in an smbpasswd entry leaves no room for
additional attributes such as a home directory, password expiration time, or even a Relative Identifie
(RID).

As a result of these defeciencies, a more robust means of storing user attributes used by smbd was develof
The API which defines access to user accounts is commonly referred to as the samdb interface (previously
this was called the passdb API, and is still so named in the CVS trees).

There are a few points to stress about what the I[dapsam does not provide. The LDAP support referred to in
this documentation does not include:

« A means of retrieving user account information from an Windows 2000 Active Directory server.
* A means of replacing /etc/passwd.

The second item can be accomplished by using LDAP NSS and PAM modules. LGPL versions of these
libraries can be obtained from PADL Software (http://www.padl.com/). However, the details of configuring
these packages are beyond the scope of this document.

4.6.3. Supported LDAP Servers

The LDAP samdb code in 2.2.3 (and later) has been developed and tested using the OpenLDAP 2.0 server
client libraries. The same code should be able to work with Netscape's Directory Server and client SDK.

However, due to lack of testing so far, there are bound to be compile errors and bugs. These should not be
hard to fix. If you are so inclined, please be sure to forward all patches to samba—patches@samba.org and
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4.6.4. Schema and Relationship to the RFC 2307 posixAccount

Samba 3.0 includes the necessary schema file for OpenLDAP 2.0 in examples/LDAP/samba.schema.
The sambaAccount objectclass is given here:

objectclass (1.3.1.5.1.4.1.7165.2.2.2 NAME 'sambaAccount’ SUP top STRUCTURAL
DESC 'Samba Account'
MUST (uid $rid )
MAY (cn $ ImPassword $ ntPassword $ pwdLastSet $ logonTime $
logoffTime $ kickoffTime $ pwdCanChange $ pwdMustChange $ acctFlags $
displayName $ smbHome $ homeDrive $ scriptPath $ profilePath $
description $ userWorkstations $ primaryGroupID $ domain ))

The samba.schema file has been formatted for OpenLDAP 2.0. The OID's are owned by the Samba Team ¢
as such is legal to be openly published. If you translate the schema to be used with Netscape DS, please
submit the modified schema file as a patch to jerry@samba.org

Just as the smbpasswd file is mean to store information which supplements a user's /etc/passwd entry, so
is the sambaAccount object meant to supplement the UNIX user account information. A sambaAccount is a
STRUCTURAL objectclass so it can be stored individually in the directory. However, there are several fields
(e.g. uid) which overlap with the posixAccount objectclass outlined in RFC2307. This is by design.

In order to store all user account information (UNIX and Samba) in the directory, it is necessary to use the
sambaAccount and posixAccount objectclasses in combination. However, smbd will still obtain the user's
UNIX account information via the standard C library calls (e.g. getpwnam(), et. al.). This means that the
Samba server must also have the LDAP NSS library installed and functioning correctly. This division of
information makes it possible to store all Samba account information in LDAP, but still maintain UNIX
account information in NIS while the network is transitioning to a full LDAP infrastructure.

4.6.5. Configuring Samba with LDAP
4.6.5.1. OpenLDAP configuration

To include support for the sambaAccount object in an OpenLDAP directory server, first copy the
samba.schema file to slapd's configuration directory.

root# cp samba.schema /etc/openldap/schema/

Next, include the samba.schema file in slapd.conf. The sambaAccount object contains two attributes
which depend upon other schema files. The 'uid' attribute is defined in cosine.schema and the
'displayName' attribute is defined in the inetorgperson.schema file. Both of these must be included
before the samba.schema file.

## letc/openldap/slapd.conf

## schema files (core.schema is required by default)
include /etc/openldap/schemal/core.schema

## needed for sambaAccount

include /etc/openldap/schema/cosine.schema
include /etc/openldap/schemalinetorgperson.schema

4.6.4. Schema and Relationship to the RFC 2307 posixAccount 24


mailto:jerry@samba.org
mailto:jerry@samba.org

SAMBA Project Documentation

include /etc/openldap/schema/samba.schema
include /etc/openldap/schema/nis.schema

It is recommended that you maintain some indices on some of the most usefull attributes, like in the followin
example, to speed up searches made on sambaAccount objectclasses (and possibly posixAccount and
posixGroup as well).

# Indices to maintain
## required by OpenLDAP 2.0
index objectclass eq

## support pb_getsampwnam()

index uid pres,eq
## support pdb_getsambapwrid()
index rid eq

## uncomment these if you are storing posixAccount and
## posixGroup entries in the directory as well

##index uidNumber  eq

#index gidNumber  eq

##index cn eq

##index memberUid  eq

4.6.5.2. Configuring Samba

The following parameters are available in smb.conf only with ——with—-ldapsam was included with compiling
Samba.

« |dap ssl

« |dap server

« |dap admin dn
« |dap suffix

« |dap filter

« |dap port

These are described in the smb.conf(5) man page and so will not be repeated here. However, a sample
smb.conf file for use with an LDAP directory could appear as

## lusr/local/samba/lib/smb.conf
[global]

security = user

encrypt passwords = yes

netbhios name = TASHTEGO
workgroup = NARNIA

# ldap related parameters

# define the DN to use when binding to the directory servers

# The password for this DN is not stored in smb.conf. Rather it

# must be set by using 'smbpasswd —-w secretpw' to store the

# passphrase in the secrets.tdb file. If the "Idap admin dn" values

# changes, this password will need to be reset.

Idap admin dn = "cn=Samba Manager,ou=people,dc=samba,dc=org"
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# specify the LDAP server's hostname (defaults to locahost)
Idap server = ahab.samba.org

# Define the SSL option when connecting to the directory
# (‘off', 'start tls', or 'on' (default))
Idap ssl = start tls

# define the port to use in the LDAP session (defaults to 636 when
# "ldap ssl = on")
Idap port = 389

# specify the base DN to use when searching the directory
Idap suffix = "ou=people,dc=samba,dc=org"

# generally the default Idap search filter is ok
# ldap filter = "(&(uid=%u)(objectclass=sambaAccount))"

4.6.6. Accounts and Groups management

As users accounts are managed thru the sambaAccount objectclass, you should modify you existing
administration tools to deal with sambaAccount attributes.

Machines accounts are managed with the sambaAccount objectclass, just like users accounts. However, it's
to you to stored thoses accounts in a different tree of you LDAP namespace: you should use
"ou=Groups,dc=plainjoe,dc=org" to store groups and "ou=People,dc=plainjoe,dc=org" to store users. Just
configure your NSS and PAM accordingly (usually, in the /etc/ldap.conf configuration file).

In Samba release 3.0, the group management system is based on posix groups. This means that Samba m:
usage of the posixGroup objectclass. For now, there is no NT-like group system management (global and
local groups).

4.6.7. Security and sambaAccount

There are two important points to remember when discussing the security of sambaAccount entries in the
directory.

* Never retrieve the ImPassword or ntPassword attribute values over an unencrypted LDAP session.
* Never allow non—admin users to view the ImPassword or ntPassword attribute values.

These password hashes are clear text equivalents and can be used to impersonate the user without deriving
original clear text strings. For more information on the details of LM/NT password hashes, refer to the User
Database of the Samba-HOWTO-Collection.

To remedy the first security issue, the "Idap ssl" smb.conf parameter defaults to require an encrypted sessio
(Idap ssl = on) using the default port of 636 when contacting the directory server. When using an OpenLDAF
2.0 server, it is possible to use the use the StartTLS LDAP extended operation in the place of LDAPS. In
either case, you are strongly discouraged to disable this security (Idap ssl = off).

Note that the LDAPS protocol is deprecated in favor of the LDAPv3 StartTLS extended operation. However,

the OpenLDAP library still provides support for the older method of securing communication between clients
and servers.
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The second security precaution is to prevent non—administrative users from harvesting password hashes frc
the directory. This can be done using the following ACL in slapd.conf:

## allow the "ldap admin dn" access, but deny everyone else
access to attrs=ImPassword,ntPassword
by dn="cn=Samba Admin,ou=people,dc=plainjoe,dc=org" write
by * none

4.6.8. LDAP specials attributes for sambaAccounts
The sambaAccount objectclass is composed of the following attributes:

« ImPassword: the LANMAN password 16-byte hash stored as a character representation of a
hexidecimal string.

« ntPassword: the NT password hash 16-byte stored as a character representation of a hexidecimal
string.

* pwdLastSet: The integer time in seconds since 1970 when the ImPassword and ntPassword
attributes were last set.

« acctFlags: string of 11 characters surrounded by square brackets [] representing account flags
such as U (user), W(workstation), X(no password expiration), and D(disabled).

 logonTime: Integer value currently unused

« logoffTime: Integer value currently unused

« kickoffTime: Integer value currently unused

« pwdCanChange: Integer value currently unused

* pwdMustChange: Integer value currently unused

« homeDirive: specifies the drive letter to which to map the UNC path specified by homeDirectory.
The drive letter must be specified in the form "X:" where X is the letter of the drive to map. Refer to
the "logon drive" parameter in the smb.conf(5) man page for more information.

« scriptPath: The scriptPath property specifies the path of the user's logon script, .CMD, .EXE, or
.BAT file. The string can be null. The path is relative to the netlogon share. Refer to the "logon script’
parameter in the smb.conf(5) man page for more information.

« profilePath: specifies a path to the user's profile. This value can be a null string, a local absolute
path, or a UNC path. Refer to the "logon path" parameter in the smb.conf(5) man page for more
information.

« smbHome: The homeDirectory property specifies the path of the home directory for the user. The
string can be null. If homeDrive is set and specifies a drive letter, homeDirectory should be a UNC
path. The path must be a network UNC path of the form \\server\share\directory. This value can be a
null string. Refer to the "logon home" parameter in the smb.conf(5) man page for more information.

« userWorkstation: character string value currently unused.

« rid: the integer representation of the user's relative identifier (RID).

 primaryGrouplD: the relative identifier (RID) of the primary group of the user.

The majority of these parameters are only used when Samba is acting as a PDC of a domain (refer to the
Samba-PDC-HOWTO for details on how to configure Samba as a Primary Domain Controller). The
following four attributes are only stored with the sambaAccount entry if the values are non—default values:

* smbHome
« scriptPath
« logonPath
* homeDrive
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These attributes are only stored with the sambaAccount entry if the values are non—default values. For
example, assume TASHTEGO has now been configured as a PDC and that logon home = \\%L\%u was
defined in its smb.conf file. When a user named "becky" logons to the domain, the logon home string is
expanded to \TASHTEGO\becky. If the smbHome attribute exists in the entry
"uid=becky,ou=people,dc=samba,dc=org", this value is used. However, if this attribute does not exist, then
the value of the logon home parameter is used in its place. Samba will only write the attribute value to the
directory entry is the value is something other than the default (e.g. \MOBY\becky).

4.6.9. Example LDIF Entries for a sambaAccount

The following is a working LDIF with the inclusion of the posixAccount objectclass:

dn: uid=guest2, ou=people,dc=plainjoe,dc=org
ntPassword: 878D8014606CDA29677A44EFA1353FC7
pwdMustChange: 2147483647

primaryGrouplD: 1201

ImPassword: 552902031BEDEQEFAAD3B435B51404EE
pwdLastSet: 1010179124

logonTime: 0

objectClass: sambaAccount

uid: guest2

kickoffTime: 2147483647

acctFlags: [UX ]

logoffTime: 2147483647

rid: 19006

pwdCanChange: 0

The following is an LDIF entry for using both the sambaAccount and posixAccount objectclasses:

dn: uid=gcarter, ou=people,dc=plainjoe,dc=org
logonTime: 0

displayName: Gerald Carter

ImPassword: 552902031BEDEQEFAAD3B435B51404EE
primaryGrouplD: 1201

objectClass: posixAccount

objectClass: sambaAccount

acctFlags: [UX ]

userPassword: {crypt}BpM2ej8Rkzogo

uid: gcarter

uidNumber: 9000

cn: Gerald Carter

loginShell: /bin/bash

logoffTime: 2147483647

gidNumber: 100

kickoffTime: 2147483647

pwdLastSet: 1010179230

rid: 19000

homeDirectory: /home/tashtego/gcarter
pwdCanChange: 0

pwdMustChange: 2147483647

ntPassword: 878D8014606CDA29677A44EFA1353FC7

4.7. MySQL
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4.7.1. Creating the database

You either can set up your own table and specify the field names to pdb_mysql (see below for the column
names) or use the default table. The file examples/pdb/mysql/mysqgl.dump contains the correct

gueries to create the required tables. Use the command : mysgl —uusername —hhostname —ppassword
databasename < /path/to/samba/examples/pdb/mysql/mysqgl.dump

4.7.2. Configuring

This plugin lacks some good documentation, but here is some short info:

Add a the following to the passdb backend variable in your smb.conf:

passdb backend = [other—plugins] mysql:identifier [other—plugins]

The identifier can be any string you like, as long as it doesn't collide with the identifiers of other plugins or
other instances of pdb_mysql. If you specify multiple pdb_mysql.so entries in '‘passdb backend', you also ne

to use different identifiers!

Additional options can be given thru the smb.conf file in the [global] section.

identifier:mysql host - host name, defaults to 'localhost'
identifier:mysql password

identifier:mysql user — defaults to 'samba’
identifier:mysql database — defaults to 'samba’
identifier:mysql port — defaults to 3306

identifier:table — Name of the table containing users

Since the password for the mysql user is stored in the smb.conf file, you should make the the smb.conf
file readable only to the user that runs samba. This is considered a security bug and will be fixed soon.

Names of the columns in this table(l've added column types those columns should have first):

identifier:logon time column - int(9)
identifier:logoff time column - int(9)
identifier:kickoff time column - int(9)
identifier:pass last set time column - int(9)

identifier:pass can change time column - int(9)
identifier:;pass must change time column - int(9)

identifier:username column - varchar(255) - unix username

identifier:domain column - varchar(255) - NT domain user is part of

identifier:nt username column - varchar(255) — NT username

identifier:fullname column - varchar(255) — Full name of user

identifier:home dir column - varchar(255) - Unix homedir path

identifier:dir drive column - varchar(2) — Directory drive path (eg: 'H:")

identifier:logon script column - varchar(255) — Batch file to run on client side when logging on
identifier:profile path column - varchar(255) - Path of profile

identifier:acct desc column - varchar(255) — Some ASCII NT user data
identifier:workstations column - varchar(255) — Workstations user can logon to (or NULL for all)
identifier:unknown string column - varchar(255) - unknown string

identifier:munged dial column - varchar(255) - ?

identifier:uid column = int(9) - Unix user ID (uid)

identifier:gid column = int(9) - Unix user group (gid)

identifier:user sid column - varchar(255) — NT user SID

identifier:group sid column - varchar(255) = NT group ID
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identifier:lanman pass column - varchar(255) - encrypted lanman password
identifier:nt pass column - varchar(255) - encrypted nt passwd
identifier:plain pass column - varchar(255) - plaintext password
identifier:acct control column - int(9) - nt user data

identifier:unknown 3 column = int(9) — unknown

identifier:logon divs column —-int(9) - ?

identifier:hours len column —int(9) - ?

identifier:unknown 5 column = int(9) — unknown

identifier:unknown 6 column = int(9) — unknown

Eventually, you can put a colon (:) after the name of each column, which should specify the column to updat
when updating the table. You can also specify nothing behind the colon - then the data from the field will nc
be updated.

4.7.3. Using plaintext passwords or encrypted password

| strongly discourage the use of plaintext passwords, however, you can use them:

If you would like to use plaintext passwords, set ‘identifier:lanman pass column' and ‘identifier:nt pass colum
to 'NULL" (without the quotes) and 'identifier:plain pass column' to the name of the column containing the

plaintext passwords.

If you use encrypted passwords, set the ‘identifier:plain pass column' to ‘NULL' (without the quotes). This is
the default.

4.7.4. Getting non—column data from the table

It is possible to have not all data in the database and making some ‘constant'.

For example, you can set 'identifier:fullname column' to : CONCAT(First_name,’' ',Sur_name)
Or, set 'identifier:workstations column' to : NULL

See the MySQL documentation for more language constructs.

4.8. XML

This module requires libxml2 to be installed.

The usage of pdb_xml is pretty straightforward. To export data, use: pdbedit —e xml:filename
(where filename is the name of the file to put the data in)

To import data, use: pdbedit —i xml:flename —e current—pdb Where filename is the name to
read the data from and current—pdb to put it in.
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Introduction

Samba can operate in various SMB networks. This part contains information on configuring samba for vario
environments.
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Chapter 5. Nomenclature of Server Types

Adminstrators of Microsoft networks often refer to there being three different type of servers:

« Stand Alone Server
* Domain Member Server
* Domain Controller

¢ Primary Domain Controller
¢ Backup Domain Controller
¢ ADS Domain Controller

A network administrator who is familiar with these terms and who wishes to migrate to or use Samba will
want to know what these terms mean within a Samba context.

5.1. Stand Alone Server

The term stand alone server means that the server will provide local authentication and access control for a
resources that are available from it. In general this means that there will be a local user database. In more
technical terms, it means that resources on the machine will either be made available in either SHARE mod:
or in USER mode. SHARE mode and USER mode security are documented under discussions regarding
"security mode". The smb.conf configuration parameters that control security mode are: "security = user" an
"security = share".

No special action is needed other than to create user accounts. Stand—-alone servers do NOT provide netwc
logon services, meaning that machines that use this server do NOT perform a domain logon but instead ma
use only of the MS Windows logon which is local to the MS Windows workstation/server.

Samba tends to blur the distinction a little in respect of what is a stand alone server. This is because the
authentication database may be local or on a remote server, even if from the samba protocol perspective th
samba server is NOT a member of a domain security context.

Through the use of PAM (Pluggable Authentication Modules) and nsswitch (the name service switcher) the
source of authentication may reside on another server. We would be inclined to call this the authentication
server. This means that the samba server may use the local Unix/Linux system password database
(/etc/passwd or /etc/shadow), may use a local smbpasswd file (/etc/samba/smbpasswd or
/usr/local/samba/lib/private/smbpasswd), or may use an LDAP back end, or even via PAM and Winbind
another CIFS/SMB server for authentication.

5.2. Domain Member Server

This mode of server operation involves the samba machine being made a member of a domain security
context. This means by definition that all user authentication will be done from a centrally defined
authentication regime. The authentication regime may come from an NT3/4 style (old domain technology)
server, or it may be provided from an Active Directory server (ADS) running on MS Windows 2000 or later.

Of course it should be clear that the authentication back end itself could be from any distributed directory
architecture server that is supported by Samba. This can be LDAP (from OpenLDAP), or Sun's iPlanet, of
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NetWare Directory Server, etc.

Please refer to the section on Howto configure Samba as a Primary Domain Controller and for more
information regarding how to create a domain machine account for a domain member server as well as for
information regading how to enable the samba domain member machine to join the domain and to be fully
trusted by it.

5.3. Domain Controller

Over the years public perceptions of what Domain Control really is has taken on an almost mystical nature.
Before we branch into a brief overview of what Domain Control is the following types of controller are
known:

5.3.1. Domain Controller Types

Primary Domain Controller
Backup Domain Controller
ADS Domain Controller

The Primary Domain Controller or PDC plays an important role in the MS Windows NT3 and NT4 Domain
Control architecture, but not in the manner that so many expect. The PDC seeds the Domain Control databe
(a part of the Windows registry) and it plays a key part in synchronisation of the domain authentication
database.

New to Samba-3.0.0 is the ability to use a back-end file that holds the same type of data as the NT4 style
SAM (Security Account Manager) database (one of the registry files). The samba-3.0.0 SAM can be
specified via the smb.conf file parameter "passwd backend" and valid options include smbpasswd tdbsam
Idapsam nisplussam plugin unixsam. The smbpasswd, tdbsam and Idapsam options can have a"_nua" suff
to indicate that No Unix Accounts need to be created. In other words, the Samba SAM will be independant c
Unix/Linux system accounts, provided a uid range is defined from which SAM accounts can be created.

The Backup Domain Controller or BDC plays a key role in servicing network authentication requests. The
BDC is biased to answer logon requests so that on a network segment that has a BDC and a PDC the BDC
will be most likely to service network logon requests. The PDC will answer network logon requests when the
BDC is too busy (high load). A BDC can be promoted to a PDC. If the PDC is on line at the time that the
BDC is promoted to PDC the previous PDC is automatically demoted to a BDC.

At this time Samba is NOT capable of acting as an ADS Domain Controller.
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Chapter 6. Samba as Stand—Alone Server

In this section the function and purpose of Samba's security modes are described.

6.1. User and Share security level

A SMB server tells the client at startup what "security level” it is running. There are two options "share level"
and "user level". Which of these two the client receives affects the way the client then tries to authenticate
itself. It does not directly affect (to any great extent) the way the Samba server does security. | know this is
strange, but it fits in with the client/server approach of SMB. In SMB everything is initiated and controlled by
the client, and the server can only tell the client what is available and whether an action is allowed.

6.1.1. User Level Security

I'll describe user level security first, as its simpler. In user level security the client will send a "session setup”
command directly after the protocol negotiation. This contains a username and password. The server can
either accept or reject that username/password combination. Note that at this stage the server has no idea
share the client will eventually try to connect to, so it can't base the "accept/reject” on anything other than:

1.the username/password
2.the machine that the client is coming from

If the server accepts the username/password then the client expects to be able to mount any share (using a
"tree connection™) without specifying a password. It expects that all access rights will be as the
username/password specified in the "session setup”.

It is also possible for a client to send multiple "session setup” requests. When the server responds it gives tt
client a "uid" to use as an authentication tag for that username/password. The client can maintain multiple
authentication contexts in this way (WinDD is an example of an application that does this)

6.1.2. Share Level Security

Ok, now for share level security. In share level security the client authenticates itself separately for each shea
It will send a password along with each "tree connection" (share mount). It does not explicitly send a
username with this operation. The client is expecting a password to be associated with each share,
independent of the user. This means that samba has to work out what username the client probably wants t
use. It is never explicitly sent the username. Some commercial SMB servers such as NT actually associate
passwords directly with shares in share level security, but samba always uses the unix authentication schen
where it is a username/password that is authenticated, not a "share/password".

Many clients send a "session setup" even if the server is in share level security. They normally send a valid

username but no password. Samba records this username in a list of "possible usernames". When the clien
then does a "tree connection" it also adds to this list the name of the share they try to connect to (useful for

home directories) and any users listed in the usenb.conf line. The password is then checked in turn

against these "possible usernames". If a match is found then the client is authenticated as that user.
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6.1.3. Server Level Security

Finally "server level" security. In server level security the samba server reports to the client that it is in user
level security. The client then does a "session setup" as described earlier. The samba server takes the
username/password that the client sends and attempts to login to the "password server" by sending exactly
same username/password that it got from the client. If that server is in user level security and accepts the
password then samba accepts the clients connection. This allows the samba server to use another SMB sel
as the "password server".

You should also note that at the very start of all this, where the server tells the client what security level it is
in, it also tells the client if it supports encryption. If it does then it supplies the client with a random
"cryptkey". The client will then send all passwords in encrypted form. You have to compile samba with
encryption enabled to support this feature, and you have to maintain a separate smbpasswd file with SMB
style encrypted passwords. It is cryptographically impossible to translate from unix style encryption to SMB
style encryption, although there are some fairly simple management schemes by which the two could be ke
in sync.

"security = server" means that Samba reports to clients that it is running in "user mode" but actually passes

all authentication requests to another "user mode" server. This requires an additional parameter "password

server =" that points to the real authentication server. That real authentication server can be another Samba
server or can be a Windows NT server, the later natively capable of encrypted password support.

6.1.3.1. Configuring Samba for Seemless Windows Network Integration

MS Windows clients may use encrypted passwords as part of a challenege/response authentication model
(a.k.a. NTLMv1) or alone, or clear text strings for simple password based authentication. It should be realize
that with the SMB protocol the password is passed over the network either in plain text or encrypted, but no
both in the same authentication requests.

When encrypted passwords are used a password that has been entered by the user is encrypted in two way

* An MD4 hash of the UNICODE of the password string. This is known as the NT hash.

» The password is converted to upper case, and then padded or trucated to 14 bytes. This string is the
appended with 5 bytes of NULL characters and split to form two 56 bit DES keys to encrypt a
"magic” 8 byte value. The resulting 16 bytes for the LanMan hash.

MS Windows 95 pre-service pack 1, MS Windows NT versions 3.x and version 4.0 pre—service pack 3 will
use either mode of password authentication. All versions of MS Windows that follow these versions no longe
support plain text passwords by default.

MS Windows clients have a habit of dropping network mappings that have been idle for 10 minutes or longe
When the user attempts to use the mapped drive connection that has been dropped, the client re—establishe
the connection using a cached copy of the password.

When Microsoft changed the default password mode, support was dropped for caching of the plain text
password. This means that when the registry parameter is changed to re—enable use of plain text password
appears to work, but when a dropped service connection mapping attempts to revalidate it will fail if the
remote authentication server does not support encrypted passwords. This means that it is definitely not a gc
idea to re—enable plain text password support in such clients.
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The following parameters can be used to work around the issue of Windows 9x client upper casing usernarn
and password before transmitting them to the SMB server when using clear text authentication.

passsword level = integer
username level = integer

By default Samba will lower case the username before attempting to lookup the user in the database of loca
system accounts. Because UNIX usernames conventionally only contain lower case character, the usernam
level parameter is rarely needed.

However, passwords on UNIX systems often make use of mixed case characters. This means that in order
a user on a Windows 9x client to connect to a Samba server using clear text authentication, the password
level must be set to the maximum number of upper case letter which could appear is a password. Note that
the server OS uses the traditional DES version of crypt(), then a password level of 8 will result in case
insensitive passwords as seen from Windows users. This will also result in longer login times as Samba has
to compute the permutations of the password string and try them one by one until a match is located (or all
combinations fail).

The best option to adopt is to enable support for encrypted passwords where ever Samba is used. There ar
three configuration possibilities for support of encrypted passwords:

6.1.3.2. Use MS Windows NT as an authentication server

This method involves the additions of the following parameters in the smb.conf file:

encrypt passwords = Yes
security = server
password server = "NetBIOS_name_of PDC"

There are two ways of identifying whether or not a username and password pair was valid or not. One uses
reply information provided as part of the authentication messaging process, the other uses just and error co

The down-side of this mode of configuration is the fact that for security reasons Samba will send the
password server a bogus username and a bogus password and if the remote server fails to reject the usern:
and password pair then an alternative mode of identification of validation is used. Where a site uses passwc
lock out after a certain number of failed authentication attempts this will result in user lockouts.

Use of this mode of authentication does require there to be a standard Unix account for the user, this accou
can be blocked to prevent logons by other than MS Windows clients.

6.1.4. Domain Level Security

When samba is operating in security = domain mode this means that the Samba server has a domain secur
trust account (a machine account) and will cause all authentication requests to be passed through to the
domain controllers.

6.1.4.1. Samba as a member of an MS Windows NT security domain

This method involves additon of the following paramters in the smb.conf file:

encrypt passwords = Yes
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security = domain
workgroup = "name of NT domain”
password server = *

The use of the ™" argument to password server will cause samba to locate the domain controller in a way
analogous to the way this is done within MS Windows NT. This is the default behaviour.

In order for this method to work the Samba server needs to join the MS Windows NT security domain. This |
done as follows:

* On the MS Windows NT domain controller using the Server Manager add a machine account for the
Samba server.
* Next, on the Linux system execute: smbpasswd —-r PDC_NAME -j DOMAIN_NAME

Use of this mode of authentication does require there to be a standard Unix account for the user in order to
assign a uid once the account has been authenticated by the remote Windows DC. This account can be
blocked to prevent logons by other than MS Windows clients by things such as setting an invalid shell in the
letc/passwd entry.

An alternative to assigning UIDs to Windows users on a Samba member server is presented in the Winbind
Qverview chapter in this HOWTO collection.

6.1.5. ADS Level Security

For information about the configuration option please refer to the entire section entitled Samba as an ADS
Domain Member.
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Chapter 7. Samba as an NT4 or Win2k Primary
Domain Controller

7.1. Prerequisite Reading

Before you continue reading in this chapter, please make sure that you are comfortable with configuring bas
files services in smb.conf and how to enable and administer password encryption in Samba. Theses two tof
are covered in the smb.conf manpage.

7.2. Background

This article outlines the steps necessary for configuring Samba as a PDC. It is necessary to have a working
Samba server prior to implementing the PDC functionality.

« Domain logons for Windows NT 4.0 / 200x / XP Professional clients.

 Placing Windows 9x / Me clients in user level security

« Retrieving a list of users and groups from a Samba PDC to Windows 9x / Me / NT / 200x / XP
Professional clients

* Roaming Profiles

* Network/System Policies

&) Roaming Profiles and System/Network policies are advanced network administration topics that
are covered separately in this document.

The following functionalities are new to the Samba 3.0 release:

» Windows NT 4 domain trusts
» Adding users via the User Manager for Domains

The following functionalities are NOT provided by Samba 3.0:

* SAM replication with Windows NT 4.0 Domain Controllers (i.e. a Samba PDC and a Windows NT

BDC or vice versa)

 Acting as a Windows 2000 Domain Controller (i.e. Kerberos and Active Directory)
Please note that Windows 9x / Me / XP Home clients are not true members of a domain for reasons outlinec
in this article. Therefore the protocol for support Windows 9x—style domain logons is completely different
from NT4 / Win2k type domain logons and has been officially supported for some time.
MS Windows XP Home edition is NOT able to join a domain and does not permit the use of domain logons.
Implementing a Samba PDC can basically be divided into 3 broad steps.

1. Configuring the Samba PDC

2. Creating machine trust accounts and joining clients to the domain
3. Adding and managing domain user accounts
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There are other minor details such as user profiles, system policies, etc... However, these are not necessari
specific to a Samba PDC as much as they are related to Windows NT networking concepts.

7.3. Configuring the Samba Domain Controller

The first step in creating a working Samba PDC is to understand the parameters necessary in smb.conf. He
we attempt to explain the parameters that are covered in the smb.conf man page.

Here is an example smb.conf for acting as a PDC:

[global]
; Basic server settings
netbios name = POGO
workgroup = NARNIA

; we should act as the domain and local master browser
os level = 64
preferred master = yes
domain master = yes
local master = yes

; security settings (must user security = user)
security = user

; encrypted passwords are a requirement for a PDC
encrypt passwords = yes

; support domain logons
domain logons = yes

; where to store user profiles?
logon path = \%N\profiles\%u

; where is a user's home directory and where should it be mounted at?

logon drive = H:
logon home = \\homeserver\%u

; specify a generic logon script for all users
; this is a relative *DOS** path to the [netlogon] share
logon script = logon.cmd

; necessary share for domain controller
[netlogon]
path = /usr/local/samba/lib/netlogon

read only = yes
write list = ntadmin

; share for storing user profiles
[profiles]
path = /export/smb/ntprofile

read only = no
create mask = 0600

directory mask = 0700

There are a couple of points to emphasize in the above configuration.

« Encrypted passwords must be enabled. For more details on how to do this,_refer to the User Databa:
chapter.
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» The server must support domain logons and a [netlogon] share

» The server must be the domain master browser in order for Windows client to locate the server as a
DC. Please refer to the various Network Browsing documentation included with this distribution for
details.

Samba 3.0 offers a complete implementation of group mapping between Windows NT groups and Unix
groups (this is really quite complicated to explain in a short space).

7.4. Creating Machine Trust Accounts and Joining Clients to
the Domain

A machine trust account is a Samba account that is used to authenticate a client machine (rather than a use
the Samba server. In Windows terminology, this is known as a "Computer Account.”

The password of a machine trust account acts as the shared secret for secure communication with the Dom
Controller. This is a security feature to prevent an unauthorized machine with the same NetBIOS name fromr
joining the domain and gaining access to domain user/group accounts. Windows NT, 200x, XP Professional
clients use machine trust accounts, but Windows 9x / Me / XP Home clients do not. Hence, a Windows 9x /
Me / XP Home client is never a true member of a domain because it does not possess a machine trust acco
and thus has no shared secret with the domain controller.

A Windows PDC stores each machine trust account in the Windows Registry. A Samba—-3 PDC also has to
stoe machine trust account information in a suitable back-end data store. With Samba-3 there can be multi
back-ends for this including:

« smbpaswd - the plain ascii file stored used by earlier versions of Samba. This file configuration
option requires a Unix/Linux system account for EVERY entry (ie: both for user and for machine
accounts). This file will be located in the private directory (default is /usr/local/samba/lib/private or
on linux /etc/samba).

« smbpasswd_nua — This file is independant of the system wide user accounts. The use of this
back-end option requires specification of the "non unix account range" option also. It is called
smbpasswd and will be located in the private directory.

 tdbsam - a binary database backend that will be stored in the private directory in a file called
passwd.tdb. The key benefit of this binary format file is that it can store binary objects that can not be
accomodated in the traditional plain text smbpasswd file.

« tdbsam_nua like the smbpasswd_nua option above, this file allows the creation of arbitrary user and
machine accounts without requiring that account to be added to the system (/etc/passwd) file. It too
requires the specification of the "non unix account range" option in the [globals] section of the
smb.conf file.

 [dapsam — An LDAP based back—end. Permits the LDAP server to be specified. eg: Idap://localhost
or ldap://frodo.murphy.com

 [dapsam_nua — LDAP based back—end with no unix account requirement, like smbpasswd_nua and
tdbsam_nua above.

Read the chapter about the User Database for details.
A Samba PDC, however, stores each machine trust account in two parts, as follows:

« A Samba account, stored in the same location as user LanMan and NT password hashes (currently

7.4. Creating Machine Trust Accounts and Joining Clients to the Domain 41



SAMBA Project Documentation

smbpasswd). The Samba account possesses and uses only the NT password hash.
« A corresponding Unix account, typically stored in /etc/passwd. (Future releases will alleviate the
need to create /etc/passwd entries.)

There are two ways to create machine trust accounts:

« Manual creation. Both the Samba and corresponding Unix account are created by hand.

 "On-the-fly" creation. The Samba machine trust account is automatically created by Samba at the
time the client is joined to the domain. (For security, this is the recommended method.) The
corresponding Unix account may be created automatically or manually.

7.4.1. Manual Creation of Machine Trust Accounts

The first step in manually creating a machine trust account is to manually create the corresponding Unix
account in /etc/passwd. This can be done using vipw or other 'add user' command that is normally used to
create new Unix accounts. The following is an example for a Linux based Samba server:

root# /usr/shbin/useradd —g 100 —d /dev/null —¢c "machine nickname" —s /bin/false machine_name$
root# passwd —I machine_name$
On *BSD systems, this can be done using the ‘chpass' utility:

root# chpass —a "machine_name$:*:101:100::0:0:Workstation
machine_name:/dev/null:/sbin/nologin”

The /etc/passwd entry will list the machine name with a "$" appended, won't have a password, will have
a null shell and no home directory. For example a machine named 'doppy' would have an /etc/passwd
entry like this:

doppy$:x:505:501:machine_nickname:/dev/null:/bin/false

Above, machine_nickname can be any descriptive name for the client, i.e., BasementComputer.
machine_name absolutely must be the NetBIOS name of the client to be joined to the domain. The "$" must
be appended to the NetBIOS name of the client or Samba will not recognize this as a machine trust account

Now that the corresponding Unix account has been created, the next step is to create the Samba account fc
the client containing the well-known initial machine trust account password. This can be done using the
smbpasswd(8) command as shown here:

root# smbpasswd —a -m machine_name

where machine_name is the machine's NetBIOS name. The RID of the new machine account is generated
from the UID of the corresponding Unix account.

. Join the client to the domain immediately

Manually creating a machine trust account using this method is the equivalent of creating a
machine trust account on a Windows NT PDC using the "Server Manager". From the time at
which the account is created to the time which the client joins the domain and changes the
password, your domain is vulnerable to an intruder joining your domain using a a machine with
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the same NetBIOS name. A PDC inherently trusts members of the domain and will serve out a
large degree of user information to such clients. You have been warned!

7.4.2. "On-the-Fly" Creation of Machine Trust Accounts

The second (and recommended) way of creating machine trust accounts is simply to allow the Samba serve
to create them as needed when the client is joined to the domain.

Since each Samba machine trust account requires a corresponding Unix account, a method for automaticall
creating the Unix account is usually supplied; this requires configuration_of the add user script option in
smb.conf. This method is not required, however; corresponding Unix accounts may also be created
manually.

Below is an example for a RedHat 6.2 Linux system.

[global]
# <...remainder of parameters...>
add user script = /usr/sbin/useradd —d /dev/null —g 100 -s /bin/false -M %u

7.4.3. Joining the Client to the Domain
The procedure for joining a client to the domain varies with the version of Windows.
* Windows 2000

When the user elects to join the client to a domain, Windows prompts for an account and password
that is privileged to join the domain. A Samba administrative account (i.e., a Samba account that has
root privileges on the Samba server) must be entered here; the operation will fail if an ordinary user
account is given. The password for this account should be set to a different password than the
associated /etc/passwd entry, for security reasons.

The session key of the Samba administrative account acts as an encryption key for setting the
password of the machine trust account. The machine trust account will be created on—the—fly, or
updated if it already exists.

* Windows NT

If the machine trust account was created manually, on the Identification Changes menu enter the
domain name, but do not check the box "Create a Computer Account in the Domain." In this case, th
existing machine trust account is used to join the machine to the domain.

If the machine trust account is to be created on—-the—fly, on the Identification Changes menu enter th
domain name, and check the box "Create a Computer Account in the Domain." In this case, joining
the domain proceeds as above for Windows 2000 (i.e., you must supply a Samba administrative
account when prompted).

» Samba

Joining a samba client to a domain is documented in the Domain Member chapter.
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7.5. Common Problems and Errors

7.5.1. | cannot include a '$' in a machine name

A 'machine name' in (typically) /etc/passwd of the machine name with a '$' appended. FreeBSD (and
other BSD systems?) won't create a user with a'$' in their name.

The problem is only in the program used to make the entry, once made, it works perfectly. So create a user
without the '$' and use vipw to edit the entry, adding the '$'. Or create the whole entry with vipw if you like,
make sure you use a unique User ID !

7.5.2. | get told "You already have a connection to the Domain...." or
"Cannot join domain, the credentials supplied conflict with an existing
set.." when creating a machine trust account.

This happens if you try to create a machine trust account from the machine itself and already have a
connection (e.g. mapped drive) to a share (or IPC$) on the Samba PDC. The following command will remov
all network drive connections:

C:\WINNT\> net use * /d
Further, if the machine is a already a 'member of a workgroup' that is the same name as the domain you are

joining (bad idea) you will get this message. Change the workgroup name to something else, it does not
matter what, reboot, and try again.

7.5.3. The system can not log you on (C000019B)....

| joined the domain successfully but after upgrading to a newer version of the Samba code | get the messag
"The system can not log you on (C000019B), Please try again or consult your system administrator" when
attempting to logon.

This occurs when the domain SID stored in the secrets.tdb database is changed. The most common cause
change in domain SID is when the domain name and/or the server name (netbios name) is changed. The or
way to correct the problem is to restore the original domain SID or remove the domain client from the domai
and rejoin. The domain SID may be reset using either the smbpasswd or rpcclient utilities.

7.5.4. The machine trust account for this computer either does not exist
or is not accessible.

When | try to join the domain | get the message "The machine account for this computer either does not exi
or is not accessible". What's wrong?

This problem is caused by the PDC not having a suitable machine trust account. If you are using the add us
script method to create accounts then this would indicate that it has not worked. Ensure the domain admin
user system is working.

Alternatively if you are creating account entries manually then they have not been created correctly. Make
sure that you have the entry correct for the machine trust account in smbpasswd file on the Samba PDC. If
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you added the account using an editor rather than using the smbpasswd utility, make sure that the account
name is the machine NetBIOS name with a '$' appended to it (i.e. computer_name$ ). There must be an en
in both /etc/passwd and the smbpasswd file. Some people have reported that inconsistent subnet masks
between the Samba server and the NT client have caused this problem. Make sure that these are consisten
both client and server.

7.5.5. When | attempt to login to a Samba Domain from a NT4/W2K
workstation, | get a message about my account being disabled.

At first be ensure to enable the useraccounts with smbpasswd —e %user%, this is normally done, when you
create an account.

7.6. Domain Control for Windows 9x/ME

A domain and a workgroup are exactly the same thing in terms of network browsing. The difference is that &
distributable authentication database is associated with a domain, for secure login access to a network. Alsc
different access rights can be granted to users if they successfully authenticate against a domain logon serv
Samba-3 does this now in the same way that MS Windows NT/2K.

The SMB client logging on to a domain has an expectation that every other server in the domain should acc
the same authentication information. Network browsing functionality of domains and workgroups is identical
and is explained in this documentation under the browsing discussions. It should be noted, that browsing is

totally orthogonal to logon support.

Issues related to the single—-logon network model are discussed in this section. Samba supports domain
logons, network logon scripts, and user profiles for MS Windows for workgroups and MS Windows 9X/ME
clients which are the focus of this section.

When an SMB client in a domain wishes to logon it broadcast requests for a logon server. The first one to
reply gets the job, and validates its password using whatever mechanism the Samba administrator has
installed. It is possible (but very stupid) to create a domain where the user database is not shared between
servers, i.e. they are effectively workgroup servers advertising themselves as participating in a domain. This
demonstrates how authentication is quite different from but closely involved with domains.

Using these features you can make your clients verify their logon via the Samba server; make clients run a
batch file when they logon to the network and download their preferences, desktop and start menu.

Before launching into the configuration instructions, it is worthwhile lookingat how a Windows 9x/ME client
performs a logon:

1. The client broadcasts (to the IP broadcast address of the subnet it is in) a NetLogon request. This is
sent to the NetBIOS name DOMAIN<I1c> at the NetBIOS layer. The client chooses the first response
it receives, which contains the NetBIOS name of the logon server to use in the format of \SERVER.

2. The client then connects to that server, logs on (does an SMBsessetupX) and then connects to the
IPC$ share (using an SMBtconX).

3. The client then does a NetWkstaUserLogon request, which retrieves the name of the user's logon
script.

4. The client then connects to the NetLogon share and searches for this and if it is found and can be re
is retrieved and executed by the client. After this, the client disconnects from the NetLogon share.
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5. The client then sends a NetUserGetlInfo request to the server, to retrieve the user's home share, whi
is used to search for profiles. Since the response to the NetUserGetinfo request does not contain mt
more the user's home share, profiles for Win9X clients MUST reside in the user home directory.

6. The client then connects to the user's home share and searches for the user's profile. As it turns out,
you can specify the user's home share as a sharename and path. For example, \\server\fred\.profile.
the profiles are found, they are implemented.

7. The client then disconnects from the user's home share, and reconnects to the NetLogon share and
looks for CONFIG.POL, the policies file. If this is found, it is read and implemented.

7.6.1. Configuration Instructions: Network Logons
The main difference between a PDC and a Windows 9x logon server configuration is that

« Password encryption is not required for a Windows 9x logon server.
* Windows 9x/ME clients do not possess machine trust accounts.

Therefore, a Samba PDC will also act as a Windows 9x logon server.

. security mode and master browsers

There are a few comments to make in order to tie up some loose ends. There has been much debate o
the issue of whether or not it is ok to configure Samba as a Domain Controller in security modes other
than USER. The only security mode which will not work due to technical reasons is SHARE mode
security. DOMAIN and SERVER mode security is really just a variation on SMB user level security.

Actually, this issue is also closely tied to the debate on whether or not Samba must be the domain mas
browser for its workgroup when operating as a DC. While it may technically be possible to configure a
server as such (after all, browsing and domain logons are two distinctly different functions), it is not a
good idea to so. You should remember that the DC must register the DOMAIN#1b NetBIOS name. This
is the name used by Windows clients to locate the DC. Windows clients do not distinguish between the
DC and the DMB. For this reason, it is very wise to configure the Samba DC as the DMB.

Now back to the issue of configuring a Samba DC to use a mode other than "security = user". If a Samt
host is configured to use another SMB server or DC in order to validate user connection requests, then
is a fact that some other machine on the network (the "password server") knows more about user than |
Samba host. 99% of the time, this other host is a domain controller. Now in order to operate in domain

mode security, the "workgroup" parameter must be set to the name of the Windows NT domain (which

already has a domain controller, right?)

Therefore configuring a Samba box as a DC for a domain that already by definition has a PDC is asking
for trouble. Therefore, you should always configure the Samba DC to be the DMB for its domain.
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Chapter 8. Samba Backup Domain Controller to
Samba Domain Control

8.1. Prerequisite Reading

Before you continue reading in this chapter, please make sure that you are comfortable with configuring a
Samba PDC as described in_the Samba-PDC-HOWTO.

8.2. Background

What is a Domain Controller? It is a machine that is able to answer logon requests from workstations in a
Windows NT Domain. Whenever a user logs into a Windows NT Workstation, the workstation connects to a
Domain Controller and asks him whether the username and password the user typed in is correct. The Dom
Controller replies with a lot of information about the user, for example the place where the users profile is
stored, the users full name of the user. All this information is stored in the NT user database, the so—called
SAM.

There are two kinds of Domain Controller in a NT 4 compatible Domain: A Primary Domain Controller
(PDC) and one or more Backup Domain Controllers (BDC). The PDC contains the master copy of the SAM.
Whenever the SAM has to change, for example when a user changes his password, this change has to be ¢
on the PDC. A Backup Domain Controller is a machine that maintains a read—-only copy of the SAM. This
way it is able to reply to logon requests and authenticate users in case the PDC is not available. During this
time no changes to the SAM are possible. Whenever changes to the SAM are done on the PDC, all BDC
receive the changes from the PDC.

Since version 2.2 Samba officially supports domain logons for all current Windows Clients, including
Windows 2000 and XP. This text assumes the domain to be named SAMBA. To be able to act as a PDC,
some parameters in the [global]-section of the smb.conf have to be set:

workgroup = SAMBA
domain master = yes
domain logons = yes

Several other things like a [homes] and a [netlogon] share also may be set along with settings for the profile
path, the users home drive and others. This will not be covered in this document.

8.3. What qualifies a Domain Controller on the network?

Every machine that is a Domain Controller for the domain SAMBA has to register the NetBIOS group name
SAMBA#1c with the WINS server and/or by broadcast on the local network. The PDC also registers the
unique NetBIOS name SAMBA#1b with the WINS server. The name type #1b is normally reserved for the
domain master browser, a role that has nothing to do with anything related to authentication, but the Microst
Domain implementation requires the domain master browser to be on the same machine as the PDC.
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8.3.1. How does a Workstation find its domain controller?

A NT workstation in the domain SAMBA that wants a local user to be authenticated has to find the domain
controller for SAMBA. It does this by doing a NetBIOS name query for the group name SAMBA#1c. It
assumes that each of the machines it gets back from the queries is a domain controller and can answer logc
requests. To not open security holes both the workstation and the selected (TODO: How is the DC chosen)
domain controller authenticate each other. After that the workstation sends the user's credentials (his name
and password) to the domain controller, asking for approval.

8.3.2. When is the PDC needed?

Whenever a user wants to change his password, this has to be done on the PDC. To find the PDC, the
workstation does a NetBIOS name query for SAMBA#1b, assuming this machine maintains the master copy
of the SAM. The workstation contacts the PDC, both mutually authenticate and the password change is don

8.4. Can Samba be a Backup Domain Controller to an NT
PDC?

With version 2.2, no. The native NT SAM replication protocols have not yet been fully implemented. The
Samba Team is working on understanding and implementing the protocols, but this work has not been
finished for version 2.2.

With version 3.0, the work on both the replication protocols and a suitable storage mechanism has progress
and some form of NT4 BDC support is expected soon.

Can | get the benefits of a BDC with Samba? Yes. The main reason for implementing a BDC is availability. |
the PDC is a Samba machine, a second Samba machine can be set up to service logon requests whenever
PDC is down.

8.5. How do | set up a Samba BDC?

Several things have to be done:

» The domain SID has to be the same on the PDC and the BDC. This used to be stored in the file
private/MACHINE.SID. This file is not created anymore since Samba 2.2.5 or even earlier.
Nowadays the domain SID is stored in the file private/secrets.tdb. Simply copying the secrets.tdb
from the PDC to the BDC does not work, as the BDC would generate a new SID for itself and
override the domain SID with this new BDC SID.

To retrieve the domain SID from the PDC or an existing BDC and store it in the secrets.tdb, execute
'net rpc getsid' on the BDC.

» The Unix user database has to be synchronized from the PDC to the BDC. This means that both the
letc/passwd and /etc/group have to be replicated from the PDC to the BDC. This can be done
manually whenever changes are made, or the PDC is set up as a NIS master server and the BDC a:
NIS slave server. To set up the BDC as a mere NIS client would not be enough, as the BDC would
not be able to access its user database in case of a PDC failure.

» The Samba password database in the file private/smbpasswd has to be replicated from the PDC to t
BDC. This is a bit tricky, see the next section.
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« Any netlogon share has to be replicated from the PDC to the BDC. This can be done manually
whenever login scripts are changed, or it can be done automatically together with the smbpasswd
synchronization.

Finally, the BDC has to be found by the workstations. This can be done by setting

workgroup = samba
domain master = no
domain logons = yes

in the [global]-section of the smb.conf of the BDC. This makes the BDC only register the name SAMBA#1c
with the WINS server. This is no problem as the name SAMBA#1c is a NetBIOS group name that is meant t
be registered by more than one machine. The parameter 'domain master = no' forces the BDC not to registe
SAMBA#1b which as a unique NetBIOS name is reserved for the Primary Domain Controller.

8.5.1. How do | replicate the smbpasswd file?

Replication of the smbpasswd file is sensitive. It has to be done whenever changes to the SAM are made.
Every user's password change is done in the smbpasswd file and has to be replicated to the BDC. So
replicating the smbpasswd file very often is necessary.

As the smbpasswd file contains plain text password equivalents, it must not be sent unencrypted over the w
The best way to set up smbpasswd replication from the PDC to the BDC is to use the utility rsync. rsync car
use ssh as a transport. ssh itself can be set up to accept *only* rsync transfer without requiring the user to t
a password.

8.5.2. Can | do this all with LDAP?

The simple answer is YES. Samba's pdb_Idap code supports binding to a replica LDAP server, and will alsc
follow referrals and rebind to the master if it ever needs to make a modification to the database. (Normally
BDCs are read only, so this will not occur often).
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Chapter 9. Samba as a ADS domain member

This is a rough guide to setting up Samba 3.0 with kerberos authentication against a Windows2000 KDC.

9.1. Setup your smb.conf

You must use at least the following 3 options in smb.conf:

realm = YOUR.KERBEROS.REALM
security = ADS
encrypt passwords = yes

In case samba can't figure out your ads server using your realm name, use the ads server option in
smb.conf:

ads server = your.kerberos.server

<) You do *not* need a smbpasswd file, and older clients will be authenticated as if security = domain,
although it won't do any harm and allows you to have local users not in the domain. | expect that the
above required options will change soon when we get better active directory integration.

9.2. Setup your /etc/krb5.conf

The minimal configuration for krb5.conf is:

[realms]
YOUR.KERBEROS.REALM = {
kdc = your.kerberos.server

}

Test your config by doing a kinit USERNAME@REALM and making sure that your password is accepted
by the Win2000 KDC.

<) The realm must be uppercase.

You also must ensure that you can do a reverse DNS lookup on the IP address of your KDC. Also, the nam
that this reverse lookup maps to must eith